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HacTosiuiee pyKoBOACTBO MO 3KcCnayaTauun (nanee no Tekcty — P3) copeput
CBEEHMA O Ha3HaYeHWUM, KOHCTPYKLUUW, MpuHUMNE paboTbl, TEXHUYECKUX
XapaKTepMCTUKax KommyTtaTopa ceteBoro BOLID SW-216 ALIJP.203729.003 (nanee no
TEKCTY — KOMMYTATOp WAW U3AENVe) U yKasaHus, HeobXoaumble Ans NpaBUNbHOW U
6e3onacHow 3KcnayaTaLuu.

3penve npeaHasHavyeHO TONbKO AnA NpodeccCMoHanbHOro UCNoNb30BaHUA ©

paccynTaHo Ha HEMPEPLIBHYIO KPYTI0CYyTOYHYI0 paboTy.

BHAMAHWE!

PYyKOBOACTBO MO  3KCOAyaTauuMm  COAEPHKUT  TONbKO
CMpPaBoOYHY0 MHMOPMaALMIO, HEOOXOAMMYIO ANA UCMONb30BAHUS
ero TeEXHNYEeCKNX BO3MOXKHOCTEN.

Aun3zanH yctponctea u IO, ynomaHyTble B AaHHOM
PYKOBO/JCTBE, MNOANEXAT MW3MEHeHU 06e3 06sA3aTenbHoro
npeaBapuTeNbHOro NMCbMEHHOIO YBEAOMIEHNA.

ToproBble MapkKu W© 3aperucTpupoBaHHble TOProBble
MapKn, YNomsAHyTble B [JaHHOM pPYKOBOACTBE, ABNAIOTCA
COOCTBEHHOCTbIO NpaBoobNaaaTene.

B cnyyae HaxoxaeHMA HETOYHOCTEW WM HECOOTBETCTBUM,
obpallantech B CNYKOY NOAMEPKKN.
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1 OBLUWE CBEEHUA

CeTeBOM KOMMYTATOp MpeAHasHayeH ANA COeAUHEHWA HECKONbKMX Y3/10B
KOMNbIOTEPHOW CEeTU B NpeAenax OLHOro AN HECKONbKUX CerMeHTOB ceTu. logaepika
TexHonormn PoE no3sonser nepefaBaTb NuUTaHWe Ha pasinyHbie YCTPOWCTBA U
nepudepuio.

KommyTatop obecneyvBaeT nepeAavy [aHHbIX OT CETEBbIX BUAEOKaMep U
BU€OPErncTpaTopoB cepBepy, obecneymBaeT opraHn3aL o INEKTPONUTAHNSA CETEBbIX
Bugeokamep no TexHosorun PoE. OpraHusyer cpefy nepepavnm [aHHbIX MeXay
ceteBbiMu ycTponcteamu COT. CooTBetcTByeT ctaHgaptam IEEE802.3af n IEEE802.3at,
nopt 1 v nopt 2 noaaepkmeatot Hi-PoE.

YpoBeHb papuounsnyyeHunsa usgenna B cooteetctBum ¢ [OCT 12.1.006-84
[OMNYCKaeT KpYrnocyToyHoe npoBefeHne oOCayKMBaOWMM nepcoHanom pabor,
NpeayCMOTPEHHbIX HacToAWw MM P2.

Mo cnocoby 3aluTbl OT MOPAXKEHNUs INEKTPUYECKUM TOKOM M3 eNnne 0THOCUTCS

K knaccy 3 no FOCT 12.2.007.0-75.
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2 TEXHWYECKMUE XAPAKTEPUCTUKWA

OCHOBHbIe TeXHUYecKne XapaKTepUCTMKN n3genna n CeEpBnUCHbIE ocobeHHoCTU

npeacTaBieHbl HUKe (cm. Tabnuua 2.1, Tabnnua 2.2).

Tabnnua 2.1 — OCHOBHble TEXHUYECKMNE XapaKTepUCTUKn*

HAMMEHOBAHUWE NAPAMETPA

3HAYEHWE NAPAMETPA

MopTbl Ethernet

2 Kombo-nopta 10/100/1000 BASE-T/100

Base-T (SFP)

16 noptos
ICTOYHUK NUTaHUA)

MowHocTb POE nopTtos

MopT N21-2 He 6onee 60 BT (Ha nopT)
MopT N23-16 He 6onee 30 BT (Ha nop)

Bcero He 6oniee 240 BT

CraHpaptbl PoE

IEEE802.3af, IEEE802.3at

KommyTaumoHHasa matpuua

8.8G

MapLipyTr3aums nakeTos

5.36 Mpps

[po3o3aumra

OcHOBHOM pexum: 4 KB

AnddepeHumnanbHbin: 2 KB

HanpsaxeHune nutaHums

100-240 B nepemeHHOro ToKa

OTHOoCUTeNnbHaA BNIAXKHOCTb BO34yXa

0110 % 1o 90 %

[nana3oH paboynx Temneparyp

Ot-10°C go +55 °C

Macca

3,51 Kr

abaputHble pa3mepbl

440%300%44 mm

* TexHnyeckue XapPaKTEeEPUCTUKN MOTYT OTINYATLCA OT 3aABJ/IEHHbIX.

=l=]il=)
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Tabnuua 2.2 — CepBuCHbIE 0COOEHHOCTM®

HAVMMEHOBAHME MAPAMETPA

3HAYEHUE NAPAMETPA

Tabnuua MAC agpecoB 4K
VLAN 802.1Q
OcHoBHOe fiepeBoO STP, RSTP

ArpernpoBaHue
(o6beamHeHne) KaHanos

LACP, ctatnyeckoe arpervpoBaHue

3epKanupoBaHue "MHoro K ogHOMYy"
DHCP DHCP-knneHT
be3onacHocTb Mpusaska IP+MAC, IEEE802. 1x

CucteMHoe obcnymBaHue

BocctaHoBneHne, 06HOBIEHME NPOLIMBKN, CUCTEMHBIN
KypHan

QoS

[PUOPUTETHBIN pexum,
NpUopUTET NPOTOKONA

WRR/802.1p/DSCP,

YnpaBneHue yCTpoOMCTBOM

WEB untepdeiic, SNMPV1/V2C/V3

YnpasneHune PoE

Hactpoiika PoE (notpebneHue noptoB B peanbHOM
BpeEMeHN)

Cratuctnka cobbitnm PoE

Green PoE

Mopnepxusaet
cnegyoumx TMNOB

MOy N

1.25G 850nm,500m,LC, Multi-mode
1.25G 1310/1550nm,20km,LC, Single-mode
1.25G 1550/1310nm,20km,LC, Single-mode

* TexHU4YecKkue XapPaKTEPUCTUKN MOTYT OTINYATbCA OT 3aABJ/IEHHDbIX.

=l=]il=)
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3 KOMIMNNEKTHOCTb

CoctaB u3fenus npu noctaBke (KOMMAEKT NOCTaBKM KOMMyTaTopa)
npeactasneH HUe (Tabnuua 3.1).

Tabnuua 3.1 — KomnneKr noctaBku*

OBO3HAYEHUE HAMMEHOBAHUE KONWYECTBO
ALAP.203729.003 Kommytatop «BOLID SW-216» 1 wr.

PyI-(OBO,U,CTBO no aKkcnayataunnm n3genna
ALAP.203729.003 P2 1 3K3.
«BOLID SW-216»

Kabenb nutaHus, 220 B nepemMeHHOro Toka 1 wr.
KpenneHue B CTONKyY 2 wr.
BuHt M3%5 9 wr.

* KOMNIeKT NOCTaBKM MOXET OTINYaTbhCA OT 3aAB/€HHOrO.
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4 MOHTAX N AEMOHTAX

4.1 MEPbI BE3ONACHOCTU

BHUMAHWE!
MoHTax npon3BOAUTL TONIbKO NPU OTKNOYEHHOM HanpsKeHNn NuTaHus.

BHUMAHWE!
Bce BuAabl paboT c U3gennem Bo BpeMs rpo3bl 3anpeLiaroTcs.

1. K paboTte c u3genmem aonyckaetcs NnepcoHasn, M3yumBLLMI HAcTosLLee PYKOBOACTBO
M NONYYMBLUIMA YAOCTOBEPEHME O TMPOBEPKE 3HAHWA NpaBUI TEXHUYECKOM
3KCNAyaTaLmm n TeXHMKM 6e30MacHoCTU.

2. Bce paboTbl N0 MOHTaXy W HanajKke MpPou3BOAUTb C coboAeHeM TpeboBaHUIA
AENCTBYIOLMX HOPMATUBHbIX [JOKYMEHTOB MO TexHMKe Oe3onacHoctu. Jlnua,
MPOM3BOAALLME MOHTAX W HanagKy, AO/MKHblI MMETb YAO0CTOBEpPEeHMe Ha Mnpaso
paboTbl C 3IEKTPOYCTAHOBKaMK HanpsxeHnem go 1000 B.

3. lNoaKknoyeHne ycTpomncTBa AOMKHO NPOBOAUTLCA TONBKO K HAaLEXHOMY MCTOUYHUKY

MUTaHUA 3aKPbITOro Thna C Hagnexawmmm ypoBHAMU HanpAXeHNA U CUJ1bl TOKA.

4.2 KOHCTPYKLINA

4.2.1 lNepepHAAa naHenb

Ha pucyHke (PucyHok 4.1) npuBeAEeH BHEWHW BUA NepeaHen naHenu

KOMMyTaTopa, onvcaHue NOPToB 1 MHAMKATOPOB cMoTpuTe B Tabnnue (Tabnuua 4.1).

PUCYyHOK 4.1 — lNepeaHsas naHenb KOHCTPYKLUN

BOLD BOLID SW-216 Bep.2 AL/P.203729.003 P3n o1 18.03.2022
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Tabnuua 4.1 — MopTbl U UHANKATOPLI NEpefHEN naHenu

Ne [APAMETP ONUCAHME
. RJ4510/100 MopTbl NnoaKntoYeHns POE yCTpOCTB 1 3/1eMeHTOB
Base-T+PoE NIOKaNbHOWN ceTu.
10/100/1000 Base-T:
[MrabutHble NOPTbl C UHANKATOPaMK coCToAHMA. be3 PoE.
fBnsitotcs KOMOUHMpoOBaHHbIMKM (combo) nopTamu. He
KoM6UHUpOBaHHble paboTaloT ogHOBpeMeHHO ¢ OnTnuyeckumu SFP noptamum.
2
nopThl 1000 Base-X:

OnTtnyeckne SFP noptbl. ABAATCA KOMOUHMPOBAHHBIMM
(combo) noptamu. He paboTawT OAHOBPEMEHHO C
[MrabuTHbIMK NOpTaMM.

3 RESET KHonka cbpoca Ha 3aBoACKME HACTPOMKM.

4| Console (RS-232) MopT ANA NPOLIMBKMN.

5 PoE PWR CBeTOBOMN MHAMKATOP 3neKkTponuTaHua PoE.

NupnkaTopbl )
6 116 CseToBble MHAMKaTOpbl coctossHma PoE n Uplink.
7 NHanKaTopbl CBeTOBbl€ MHAMKATOPbI COeAMHEHNA KOMOMHNPOBAHHbIX
17-18 MnopTOB.

CeeToBOM NHAMKATOP COCTOAHMUA KOMMyTaTopa.

3 SYS MegneHHoe MuraHme MHANMKaTopa O3HayaeT HOPManbHYO
paboTy ycTtpoicTBa. [pu 3arpyske ycTpoicTBa MuraHue
MHAMKaTopa YCKOPEHO.

9 PWR CBETOBOM UHAMKATOP 3NEeKTPOnNUTaHus.

[na noaknioyeHus K noptam Ethernet cneayet ucnonb3oBatb Kabenb «BUTas

napa» Kateropum 5 unu 5e (CAT5 unu CAT5e).

Jlonyckaetcs

ncnojib3oBaHne KaK 3KpPaHNPOBAHHOTO, TaK n

He3IKpaHMpoBaHHOTo Kabens. Kabenb nogcoeamHaeTca K pasbemam RJ45 kommyTaTopa

C NOMOLLbIO cTaHaapTHOro wrekepa 8P8C.

=l=]il=)
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4.3 TIOArOTOBKA W3AENNA K MOHTAXY

BHUMAHWE!

[py MOHTae NPOBOAA 3/MEKTPONUTAHUA U BbIXOLOB ClefyeT 0CTaBUTh
A0CTAaTOMHOE MPOCTPAHCTBO ANA NETrKOro AocTyna npu AanbHenuiem
0b6CNyXUBAHUM YCTPONCTBA.

L I=.

[abapuTHble pa3mepbl KOMMyTaTopa NpuBeAeHbl HA PUCYHKe Huke (PucyHOK

4.2).
i Py = ="
g ? :"":“';'.
""'.".Fo
=
= pacse
. 'S
o -
o
5 ™
o o o o
e o r | e o
44 440
- — -—

-] _°‘I|'|6

PucyHoK 4.2 — FabaputHbie pa3mepsl

KommyTaTop npeaHasHayeH s YCTAHOBKM B CTOVMKY, CTEHKY, Ha MOJKY WM
CTON. B KOMMMEKT MOCTaBKM KOMMYTaTopa BXOAUT KOMMNEKT KPOHIUTEAHOB S
KPenneHus B CTOMKY MAW Ha CTEHY, COCTOSALWMNIA U3 ABYX CKOO W YeTblpex BUHTOB A/is
KpenneHus ckob K Koprnycy KoMMyTaTopa.

Ha 3agHein naHenu pacnonoXeH nopT Ans MOAKNoYeHWs Kabens nutaHus

nepemeHHoro toka 100~240 B v 3a3emneHus.

4.4 T10ArOTOBKA U3AENNA K MOHTAXY U CTbIKOBKE

1. TpaHCcNoOpTMPOBaHME K MeCTy YCTaHOBKM [O/MKHO ObiTb NPOM3BEAEHO B Tape
NpeAnpuATUSA-U3roTOBUTENS.
2. Mpu pacnakoBKe U OCMOTPE KOMMIEKTa NOCTaBKM HEOOXOANMO NPOBEPUTD:

— L e/1I0CTHOCTb YNMaKOBKU;
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— KOMNNEKTHOCTb N COOTBETCTBME 3aBOACKNX HOMEPOB.
3. I'Ipvl BCKPbLITUN YNMAKOBKUN UCKNKOYUTL nonaaaHue nbliu, aTMOCCbeprIX OCaflKoB "

BNINAHNE arpeCcCuBHLIX Cpea.

4.5 MOHTAX

1. PasmelleHre M MOHTaX [JOMKEH NPOBOAMTLCA B COOTBETCTBUM C MPOEKTOM,
pa3paboTaHHbIM /1A AaHHOTO 06beKTa. MpyK 3TOM B NPOEKTE JOMKHbI ObITb YUYTEHbI:
— YCNOBUA 3KCNAyaTaLum U3fennii;
— TpeboBaHUA K AnnHe N KOHDUIypaumMm IMHUN CBA3N.
2. TexHonornyeckas nocnefoBaTe/lbHOCTb MOHTAXHbIX OMepauuin onpeaensiercs
ncxons u3 yanobcTea nx NpoBeeHus.
3. 3anpeuiaeTcs ycTaHaBAnBaTb 6/me 1 M OT 3N1€MEHTOB OTOMNEHUS.
4. [ins BblbOpa TMNA Kabens u ceyeHMs NPOBOAOB HEOOXOAMMO PYKOBOACTBOBATHCA
HOPMAaTUBHOW IOKYMEHTaL e,
5. YcTaHOBKa M3[eNnuns AoMKHa 0TBeYathb cieayiolm TpeboBaHnam:
— MiHAMKaTOpbl COCTOSIHMA Ha nNepeAHeil naHenM Moryt OblTb IErKo
NPOYUTaHbI;
— [locTyn K noptam foctaTtoyeH ans cBo60AHON NoABOAKN Kabeneit;
— Pa3bem NUTaHUA HaxoauTCA B Npeaenax JOCATaeMoCTy ANs NOAKN0YEHUA K
NCTOYHUKY NMUTAHUS;
— W3penne 3a3emneHo;
— Ob6ecneyeHa BO3MOMHOCTb CBOOOAHOW UMPKynAuuuM Bo3ayxa. Cneayert
n3beratb NneperpeBa, BAaXHbIX U MblbHbIX MECT;
— [Ins noBblWeHNa oTKasoyctonymeoct COT, npu opraHu3aLum CETU NUTAHWS
KOMMyTaTopa PEKOMEHAYeTCA MCMob30BaTb UCTOYHMKM GecnepeboinHoro

MMTaHNA.

BOLD BOLID SW-216 Bep.2 AL/P.203729.003 P3n o1 18.03.2022



BOLID SW-216 Bepcusa 2. PykoBoACTBO N0 3KCNyaTauuu 13

6. Pacnakyiite obopygoBaHue U NPoOBeANTE BHELIHWIA OCMOTP Ha NpeaMeT Hanuyus
NOBPEXAEHUN, KOTOPble MOTYT BO3HUKHYTb NpW TpaHCcnopTMpoBKe. [lpu unx
HaNMYMN COCTaBbTE aKT B COOTBETCTBUM C JOFOBOPOM O MNOCTaBKe, W3BECTUTE

MnocCTaBUWMKA N HanpaBbTe OANH 3K3eMIIAP aKTa B aApecC NocCTaBLinKa.

4.5.1 MoHTaXX KommyTaTopa B 19”- CTOMKY C NOMOLLbIO
KpoHwTenHa BOLID BR-111

. NMPUMEYAHWE!
n KpoHwTenH ana KpenneHua B cepBepHyt ctormky BOLID BR-111, He

BXOAMT B KOMMNEKT NOCTaBKN YCTPOMCTBA.

BHewHWn B1A 1 rabaputHble pa3mepbl KpoHWTenHa ans kpennenms (PucyHoK

4.3).

CQ @ o 000 9

2812(1007)

L] -
1000397

cO00 O g 000 OQ-

440.0(1737°) ol k]

AB2B197)

— m o__no n
a L 465118317

PucyHok 4.3 — BHewHuin Bug v rabaputsl BOLID BR-111
OCHOBHble XapaKTEPUCTUKM KpoHWwTenHa pAana KpenneHua BOLID BR-111

(Tabnuua 4.2).
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Tabnuua 4.2 — Xapakrepuctnku BOLID BR-111

[MAPAMETP 3HAYEHUE
Matepunan Kopnyca Cranb
[abapuTtHble pa3mepbl 482,6%281,2%x43,7 Mm

[inanasoH pabouunx TemnepaTyp O1-50 °C go +60 °C

OTHOCUTeNbHAA BNAXHOCTb

010 % po 90 %
BO3A4yXxa
Jlonyctumas Harpyska He 6onee 5 Kr
Macca 1,4 Kr

4.5.1.1 MoHTaX KomMyTaTopa Ha KpoHwTenH BOLID BR-111

1. YcTaHOBUTE NPU NOMOLLM BUHTOB 13 KOMM/EKTA MOCTAaBKM KPenaeHus B CTOMKY Ha
KOpMyc KoMmMmyTaTopa.

|
. " re
>
e
3
N 3
gjé'.\'?f"e'
o @
o o o @
e @ ' | e ©
44 | 440
- (- -
@ = o

PUCYHOK 4.4 — TabapuTHble pa3mepbl

2. YCTaHOBUTE KOMMYTATOP HA KPOHLUITEMH C Y4€TOM 10CTAaTOYHOr0 NPOCTPAHCTBA ANS
Kabenen Ha 3agHen nNaHenn M C y4yeToM CBOOOAHON LMPKYNAUUM BO3AyXa, He
NnepeKpbiBas BEHTUNALNOHHbIE OTBEPCTUS.

3. 3aKpenuTe coeanHEHNE NPM NOMOLLM BUHTOB.
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PUCYHOK 4.5 — MoHTax KommyTtatopa B 19” - CTOMKY C NOMOLLbIO KPOHLITENHA

4.6 [JEMOHTAX

ﬂ,eMOHTa)K n3penna nponsBonTca B 06paTHOM nopagKe npu OTKAOYEHHOM

HanpaxeHnn nuTaHua.
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5 NOAKJTIIOYEHUE

5.1 MNEPBOE BKJTIOYEHUE

[pM HanNMuYUM HanNpsXeHWs Ha BBOAE NWUTaHUS Ha nepeaHer naHenu
KOMMYTaTopa A0/MKeH BKIOUYUTbCA MHAMKaTOp «PWR». Mpu Hanuuymm coegmHeHuns no
noptam Ethernet momkHbl BKNOYUTbCA COOTBETCTBYIOLIME MHAMKATOpbl PoE / Link /
Uplink. Mpu 3anycke obmeHa paHHbiMuM uHAMKaTopbl PoE / Link / Uplink gonHbl
HayaTb MUraTb, YaCTOTa MUTAHMS 3aBUCUT OT MHTEHCUBHOCTU 0OMeHa.

Mo yMONYaHUIO KOMMYTATOP MMEET CTaTUYEeCKNIN ceTeBoM aapec IPv4:
IP apgpec: 192.168.1.110

Macka noacetu: 255.255.255.0

YyeTHble faHHble N0 YMOYaHUIO:

Nms nonb3oBatens: admin

[Maponb: No ymondaHuio 6e3 napons

BHUMAHWE!

N3 coobpaxeHunin 6esonacHoCcTy cnefyeT yCTaHOBUTb Naposib nocie
nepBoOro BxoAa B cuctemy. [1na ycTaHOBKM/U3MeHeHMA Napons
nepengute «KoHdurypayma cuctembl => CMeHa naponsa».

1. Y6enutech, YTo ceTeBOW MHTEPdEC KOMNbIOTEPA HAXOAMTCS B TOM e NOACETH, YTO
Y KOMMYTATOP.

2. 3anyctute Web-6pay3ep v B afgpecHon cTpoke BBeauTte IP agpec KommyTtaTopa.

3. Mpu nepBom Bxofe BBeAWUTE UMS NONb30BATENSA, YCTAHOBUTE A3bIK MHTEpdelica u

BOMAMWTE B CUCTEMY.

s |

FIMA NoNkZ0EATENA: | admin
[aponk:

FA3blE  pycorii Azbik -

‘ Bxog, H OTMEHA |

PucyHok 5.1 — Bxop
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4. Nepengnte «KoHpurypauma cuctembl => KoHdburypauma cetm» Ana M3MeHeHuA
CeTeBbIX HACTPOEeK.

5. [ns yctaHOBKM/n3meHeHusA naponsa nepenante «KoHburypauma cuctemsl => CMeHa
naponsx». lepesarpy3ute ycTponCTBO.

6. Mocne n3MeHeHUs HacTpoek web-uHTepdenc gomkeH ObITb 4OCTYNEH No HoBOMY |IP-
afpecy, KOPPEeKTHbIM BXOA B CUCTEMY MPOU3BOAUTCA C HOBLIMU YYETHbIMU

AAHHbIMW.

5.2 NHOOPMALMA

[locne Bxoga B cncrtemy Bbl aBTOMATU4ECKU 6y/J,eTe nepeHanpaBaeHbl Ha
naHenb MHCbOpMaLI,l/IVI 0 NOpPTax KOMMyTATopa. MaHenb BKOYAET B cebs napameTpbl

COCTOAHMA CeTn, Mchopmau,mo O nepefaBaemblX NakeTax N COCTOAHUN COG,U,VIHEHMPI.

» s B

L oo ew K VIHCbOpMaU.Mﬂ 0
COCTOSAAHUM NOPTOB
- WAN
e —— = Wndopmauus o
- COCTOSIHAM NOPTOB
= o LAN
- o - —
PucyHoK 5.2 — MHdopmaLMoHHas naHenb
Tabnunua 5.1 — UHdbopmaums o nopre
[MAPAMETP ONUCAHUE
Mopt Homep nopTa COOTBETCTBYET YNCAY HA NMNLLEBOM NAHENN.

— Up - lMopT nogKknioyeH;
Link/KaHan — Down — [lopT OTKNOYEH;

— Disabled — lNopT BbIKAOYEH.

CKOpOCTb/ OTo6pa>+<aeT TEeKYyWY CKOPOCTb MU B HKAHKOM pexunme nepenadu

Jlynnekc napannensHom (Full) unu nocneposatensHom (Half) Haxoautcs nopr.
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MAPAMETP ONUCAHUE

[ToKa3bIBaeTCA TUN NOAKNOYEHHOIO HOCUTENA CUTHaNa:
Tvn HocuTens — Copper — meiHbIN Kabenb;

— Fiber — BONOKOHHO-ONTMYECKUI Kabenb.
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6 HACTPOMKA
6.1 KOH®UIYPALMA CUCTEMBI

6.1.1 Nudopmauua o cucteme
6.1.1.1 WHdopmauus o cucteme

Ha wuHTepdeiice oTobpaxaercs Bepcua nporpaMMHoro obecneyeHus u

nHdopmaumnsa o moaenn yCTponcrea.

O v -

¥ KoHgp-Ai cvcTeMbl  MHiOpMauus o cicteme | Tekyliee Bpema ﬁawm::ﬂpqgeceqpé

KoHdurypauma cetm Tun yeTpodicTea SW-216

OBHoeneHMe MO MAC albd:1d:852¢:7a

CMeHa napona Bepecua nporpammuoro ofiecnededma 1.006.100F000.0.R,Build Date:2019-08-10
CBpoc napameTpos BOLID 2018

Mepe3sarpy3ka
HypHan
P ¥Ynpaen. noptamu
P ¥Ynpaenenue
» PoE

PucyHok 6.1 — IHdopmauma o cucteme n Bepcun M0
6.1.1.2 Tekyuiee Bpems
NHTepdenc HacTPONKN/ CUHXPOHU3ALMM BPEMEHW Ha YCTPOWCTBE.
O o (T3

¥ KoHp-A cucteMbl  MIHIDORMAELWA O CUCTEME Tekyllee BpeMA 3arpyska NpOUECCopsE

> VH. 0 cucTeMe

KoHGBMRRaLnA ceTd Tekylee BpEMA 2020-05-12 FR 17 o6 21
OBHoBENEHKE MO Yacoeod noAc GMT+03:00 -
CMeHa naponA CHHApOHMZALMA c| | QEHOEWTE | | COxpaHTE

COpoc napaMeTpoe
Mepezarpyzra
HypHan

P Ynpasn. nopramu

p YnpaBneHnne

P PoE

PucyHoK 6.2 — HacTpoika/CMHXpOHMU3aL WA BPEMEHU
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6.1.1.3 3arpy3ka npoueccopa

NHTepdenc MOHMTOpPUHIa Harpy3Ku Ha npoueccop.

¥ KoHh-A cHCTeMbI

» VIH. 0 cHeTeme

> W B

FIHHOPMALMA O CHCTERME | TEKYLLEE BOEMA | 3arpyska npoueccopa

KoHBMMpaumMa cetk
OBHOENEHKE [0
CMEHa napona
CAPOE NARAMETHOE
Mepezarpyzka
HypHan

» ¥Ynpaen. noptamu

P ¥YnpagneHue

» PoE

Lasts (ceryHo) 13%
Last! (MHHyT) 13%

Lasts (MUHyT) 13%

PucyHok 6.3 — 3arpy3Kka npoueccopa

6.1.2 KoHdurypauua cetu

I3meHuUTe ceTeBble HaCTDOVIKVI KOMMYTaATopa B COOTBETCTBUN C NapaMeTpamm

Balwen cetn. llocne BHeCEHMA U3MEHEHUW nepe3arpys3ute YyCTPOUCTBO, nepenga B

MYHKT MeHto «[lepe3arpy3Ka».

¥ KoHg-A cHCcTeMEl
lHG. 0 cHcTEME

> KoHurypauna cety

QBHOEMEHKE [0

CMeEHa naponA
CApoc napameTpoe
MNepezarpyaka
HiyvpHan

P ¥Ynpaen. nopramMu

P ¥YnpaeneHnne

P PoE

N iy

IPV4

Pexoim () CTatmd. @ DHCF
IP-agpec 192, 1882, 71 . 5
Macka nogeeTd 285, 255, 232, 0
LUNK3E N0 YRONYAHKRD 192 188, 62 . 1
MAC-aapec al:bd:1d:85:20: 75

PncyHOK 6.4 — CeTeBble HAaCTPOMKMN
Tabnuua 6.1 — CeTeBble HACTPOWKM KOMMYTaTopa

MAPAMETP DYHKLUKA
DHCP: IP-agpec 6yaet nonyyeH aBTomatudyecku ot DHCP-cepsepa,
PeUM nosb3oBaTenbCKoe 3aaaHne |IP/macku noacetn/1wnt03a HEBO3MOXHO.

CTaTuyecKkuii: B 3TOM peXUMe cnemyeT 3aAaTb BpyuyHyto IP-aapec,
MacKy NoACeTH, L3,

BOLID
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MAPAMETP DYHKUMA
IP agpec Cnyxut ana otobpaxeHusa M u3MeHeHus Tekywero [P appeca
yCTPOMCTBA.
Macka CNYUT AN OTOOPAaXeHUA U U3MEHEHUS TEKYLLEeNn MAcKu MOACeTH,
nojcetu COOTBETCTBYIOLLEN CETMEHTY CETU, B KOTOPOM HAaX0AMTCA KOMMYTaTOp.
Cnyut ans otobpaxeHns U M3meHeHus Tekylero IP-agpeca wnio3a.
LLnto3 IP-agpec ycTponcTBa M LLUAKO3 JOMKHbI HAXOAUTHCA B OAHOM CErMeHTe

cetTun.

MAC agpec | Oto6paxeHne MAC agpeca ycTpoicTBa.

6.1.3 O6HoBneHue MO

[Ans o6HoBneHus MO HeobxoaMMO MMMNOpPTMpOBATb Gdain NPOLMBKM Ha

YCTPOMCTBO M HaxaTb KHOMKY «OOHOBUTLY.

BHUMAHWE!
B npouecce o6HoBneHus M0 He oTKAOYaNTe NUTAHKE.
Mepe3arpy3ute yCTPOMCTBO NoC/ie 3aBePLIEHNS 0OHOBNEHUS

YO - T3

¥ KoHth-A cHcTeMbl  OGHOBMEHHe NPOWKUBKA

MHE. 0 cHETEME

KOHOUNDELHA CeTH BrifiepuTe dain Mpowerd | Qf3ap... | ‘ OBHOBMTE ‘

> OfHoeneHWE MO

CMeHa napons
CHOpoc napameTpoe
Mepezarpyska
HypHan

P Ynpaen. nopTamMu

P> ¥Ynpaenenue

» PoE

PucyHok 6.5 — O6HoBneHue MO

6.1.4 CmeHa napons

Mpn 3aBOACKMX HACTPOMKax Mapoib MO YMOMYAHMIO OTCYTCTBYET, NO3TOMY
3aMno/HAETCA TONbKO NaHe/b ¢ HOBbIM Naposiem. Maponb AomKeH npeactaBasTe coboin
KOMOMHaLMIO undp, NaTUHCKUX OYKB BEPXHEr0 M HUMKHEro peructpa v AANHON He

meHee 8, Ho He 6onee 32 cumBooB. [Nocne BBoAa Napons Haxmute «CoXpaHuUTb».
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O

¥ KoHg-A cHCTEMEI HimeHeHWe napons

FIHD. 0 cHCTEME

KOHBHYDALMA CETH MMA Nonez0EaTENA admin
OBHaENEHMe N0 CTapElit naponk,
> CMeHa napona HoBeIA naponk,
CApoc napameTpoe
Mepezarpyzka MoOTEE P AEHHWE NARNONA,

P ¥npaen. nopTamMu
P> ¥YnpaBneHue
> PoE

PucyHok 6.6 — CmeHa naponsa

6.1.5 C6bpoc napameTpoBs

Mpy HaxaTMM Ha KHOMKY «[lo ymonyaHuio» BCe paHee YCTaHOBNEHHbIE

HACTPOVKM ByayT cOpoLleHbl M BOCCTAHOB/IEHbI 3aBOACKME HACTPOMKN (KpOMe CeTeBbIX

HaCTpOoeK 1 naponda AaHHOro KommyTaTopa).

@ T

¥ KoHp-A CHCTeMbl Mo yMon4YaHu
HH. 0 cHCTEME
KoHQMrypauna cetd
OBHOENEHKE M0

CMeHa Napona

» CHpoc napameTpoe

Mepezarpy=ka
HiypHan
P ¥Npaen. nopramu
; ¥npaeneHue
> PoE

PucyHok 6.7 — Copoc A0 3aBOACKMX NapaMeTpoB

6.2 BOCCTAHOBNEHWE MAPONIA

B cny4ae HEBO3MOXHOCTM BOCCTAHOBJIEHNA NapoiA agMUHNCTPATOopPa:

1 HaxmuTe Ha KHonKy «RESET» pacnonoxeHHo Ha nepefHei naHenn Kopnyca u
yoepKunBaiiTe ee 5 CeKyHA.

2 KommyTatop yepes 20 CEeKyHA nepe3arpy3mntca U BCe HaCTPOMKM BEPHYTLCA K
3aBO/CKUM.
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6.2.1 lNepe3arpy3ka

NHTepdeic ana nporpammHon nepe3arpysku ycTpomcTea.

@ v

¥ KoHg-A cHCTEMBI ABTOMATHYECKOS OGCNPHUEBAHHNE
FIHG. O CHCTEME
KoHDMrypauma cetu
OAHoENeHKHe [0
CMEHE Napona

CApOe NapaMeTpoe

» lMepesarmyzrka

HiypHan
P ¥npaen. nopTaMu
P ¥npaeneHne
» PoE

PucyHok 6.8 — lNepe3arpy3ka ycTponctaa

6.2.2 XypHan

NHuTepdenc npepoctaBnaeTr BO3MOMXKHOCTb MPOCMOTPA W apxuBauuu
MHOPMaLUK 13 }KypHana cobbITUA PerncTpaLm U CUCTEMHbIX COBbITUIA YCTPOIACTBA.

[ns noucka 3anucu HeobxoaMMO 3ajaTb HayalbHOE M KOHEYHOe BpeMs,
BblOpaTb TWM COObLITUA W HaxaTb Ha KHOMKY «Mouck». B Tabnuue Huke OyayT
oToOpaeHbl (hainbl ypHana. B ypHane cobbiTuin xpaHutcs Makcumym 10000
3anucen. OtobpaxeHne fo 100 3anucer Ha Kaxaon n3 ctpaHul. [ns nepexntoyeHuns
Mexay CcTpaHuuamu sBeaute B none «CrpaHuua» HOMEpP HYXHOro NUCTa U Haxmure

Ha kHonky 1.

Tl 17 oz o0 | S GRoes 2E0-05-12 Ay =2 o™

M e e

PrcyHoK 6.9 — VHTepderic npocmoTpa KypHana

DyHKUNUM 1 3HaYeHus napameTpoB (Tabauua 6.2).
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Tabnuua 6.2 — NapameTpbl NPOCMOTPA XypHana

MAPAMETP OYHKUMA

Bpems Hayana 3aflaHne BpeMeHM Hayana Tpebyemoro xypHana.

Bpems okoHYaHWUsA | 3aaaHue BpemMeHU OKOHYaHUsA Tpebyemoro xypHana.

Tun Tun xxypHana.
Mounck Monck cobbITUin XypHana.
Ynanutb Bce YaaneHue Bcex oTobpaxaemblx AaHHbIX XypHana.

6.3 YNPABJIEHVE NOPTAMM

6.3.1 KoHdurypauua noptos

Ha pucyHke (PucyHok 6.10) nokasaH uHTepdenc KoHdbwurypauum nopTos
KommyTatopa. HacTtpoiika  KoHdwurypauuu nopta  [O/MKHA  COOTBETCTBOBATb

NPaKTMYeCKUM TpebOBaHUAM YCTPOMCTBA.

® % e

P Kou-A cucTaMel | KOWED-A N0pTOR
¥ Ynpasn. noprami

100K Full Aty - of

100M Ful Auto

g o
g g

100M Full Auto

)
3
g2 98873

B 100M Full Autn - of

5

P FoE L) Daown
T
8

g

100M Full Auto

g
EHEREI RN ]

100 Full Autn - on

100M Ful Autn

8|8

Ao

100M Full [

g
8.8 9898 ¢9¢%

100M Full Aut - or
100 Full Auto - o
13 Down  on - 100MFull Auto - or

15 3
_ BT I

PucyHok 6.10 — KoHdwurypauuns noptos KommyTaTopa'

g

100 Full Auto - on

gleligirig e

Down  on - 100MFul Auto

OBHoBM

Tabnuua 6.3 — Hactpoiika KoHdurypaLum noptoB

CToNnBEL, ONWUCAHUE
Mopr Homep nopTa COOTBETCTBYET 4UCAYy Ha
NULLEBOW NaHenu.
TeKCTOBOE MNO/Mb30BaTeNbCKOe Mone Afs
OnucaHune
onucaHusa nopra.
on MepeknoueHune nopta BO
CnysuT Ana BKKOYe- BK/IIOYEHHOE COCTOsAHME.
B. HUA/BbIKNIOYEHUA Nepernioderme nopra 5
nopra Off BbIK/TIOYEHHOE COCTOSHME.
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CTONnBEL, ONUCAHUE
Up MopT HaxoAUTCA B AKTUBHOM
Link OTtobpaaer cTaTyc cocToannn.
cBAsM nopra MopT HaxoAUTCA B OTKNIOYEHHOM
Down
COCTOSAHUMN.
OTobpaxaeT TeKyllee COCTOAHNE CKOPOCTM NopTa
MopT CKopocTb OnuncaHue
ABTOMaTM4yeckas HacTpoin-
ABTO. Ka CKOpPOCTM U pexuma
nepeaayu.
Ckopoctb 10M6/c. PaboTa
10M FULL B pexume MoJSIHOrO
Aynnekca.
10M HALF CropocTb 10M6/c. PaboTa
B peXMMe nonyaynnexca.
Hactponka Eth ¢
Speed ermet nopt CKopocTb 100M6/c.
Duplex 100M HALF | Pa6orta B pexunme
nonyaynnekca.
CKopocCTb 100M6/c.
100M FULL | PaboTa B pexume nosHoro
Aynnexca.
CKopoCTb 1000M6/c.
1000M FULL | PaboTa B pexume noaHoro
Aynnekca.
CKopoCTb 1000M6/c.
OnTUYeCKNi nopT 1000-X PaboTa B pexume nosHoro
aynnekca.
Cratyc Speed Duplex OTobpaxaert TeKyliee COCTOSIHUE
CKOpOCTU nopTa.
Crayc Flow Control Otobpaxaer TeKylee cocTosiHMe

HACTPOWIKM ynpaBieHWs NMOTOKOM.

BOLID
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CTONnBEL, ONUCAHUE
U BkntoueHne QYHKLMKN ynpaBneHus
P | notokom Ha nopre.
Hactpouka Flow Control
Off BbikntoueHne YHKL MM

ynpaBneHA NOTOKOM Ha NopTe.

6.3.2 3epKanMpoBaHue
Ana MmoHuTOpMHra TpadwmKa OAHOrO WAM HECKONbKMX MOPTOB BKAKYUTE
byHKUMIO 3epKanupoBaHusA. MpuHUMN paboTbl cocTouT B Ay6aMpoBaHMM Tpaduka
OAHOTr0 13 NOPTOB Ha ApYrov nopT. [Ans BKAYEHUSA AaHHON DYHKLMKN HEOOXOANMO:
1. B cootBetctBYIOWEM UMHTEpdeNce «3epKanMpoBaHMe» W3 BbliNajatoLero
cnucka «OTcnexnBaHue NaKeToB» BblOepuUTe: HanpaBIeHNE NaKeToB.
— OTKNOYNTb. BbIOpaB AaHHbIA NYHKT, QYHKLUSA 3epKannpoBaHusa byaer
OTKNIOYEHA;
— Egress. Bkntoyaer yHKUUIO OTNPABKM KOMUIN NAKETOB NepeaaBaemMbliXx C
nopTa KOMMyTaTopa Ha NOAKNIOYEHHOE B 3TOT NOPT YCTPOUCTBO;
— Ingress. BrkatoyaeT pyHKUMIO OTNPABKM KONMUI NAKETOB NepeaaBaembix
OT YCTPOWCTBA, MNOAK/MIOYEHHOrO B YKa3aHHbIA MNOPT, Ha MOpT
KOMMyTaTopa.
2. Bbibepute u3 Bbinagatouiero cnucka nopt «[Mopt Dest», Kypa 6yayTt
nepenaBaTbCA KOMUKU NAKETOB, M Ha KOTOPOM OyAET OCyLLeCTBNATLCA aHaNn3
MOHUTOPMWHT.

3. OTmeTbTe B TabnuLie NopThbl, C KOTOPbIX XOTUTE MOAYYaTb KOMUW NAKETOB.
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O e

P KoH-A cHCTEMbI JepkanupoBaHue
¥ Ynpaen. nopramu

Kod-a noproe OTCAEXKWEAHME NAKETOE  OTKNIOUATL v

iEiEee : i
CratueTvka NopToe I0pT SrC WBxn.
OrpaHudeHue CKopocTi
Ynpaenenue Broadcast
Long Range PoE

P YnpasneHue

P PoE

© O o~ ®» & W R =

o

1
12
13
14
15
16 -

_ L —— | | S |

PrucyHoK 6.11 — 3epKanupoBaHue Tpaduka

6.3.3 CTatuctMKa nopTos

NHTepdeinc cTaTUCTUKM MOPTOB KOMMYTAaTopa MOKa3aH Ha PUCYHKE HUKe
(PucyHoK 6.12).

[ina BblbOpa OTOOpaaemMoi CTATUCTUKM BbibepuTe B BbINAAAOLIEM MEHIO
«BbIOOpP peMMMa CYUETYMKA» COOTBETCTBYIOLLNIA MYHKT:

— Transmit Packet & Receive Packet: ctatucTMka nepefgaHHbIX U MOAYYEHHbIX
NaKeToB;

— Collision Packet & Transmit Packet: ctatnctmka naketoB ¢ KOonnn3nsamu u
nepeAaHHbIX NAKETOB;

— Drop Packet & Receive Packet: cTaTucTMKa OTOPOLIEHHBIX M MONYYEHHbIX
NaKeToB;

— CRC Error Packet & Receive Packet: ctatnctmka noBpexaeHHbIX MAKETOB U
MONYYEHHbIX NAKETOB.
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YO o (T3

P KoHth-A cucTeMul  CTaTucTHka MopTos

¥ Ynpasn. nopTaMu
Kowd-a nopTae Brifop pexkima cHem™nka Transmit Packet & Receive Packet -

3epkanpoBanHe

> Cratuetiia MopTtoe

OrpaHudeHue CHOpOCTH
Ynpaenenue Broadeast
Long Range PoE

P ¥npaBnenne

» PoE

L T R T

q
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1
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14
15

o 0o 0 o8 o8 o8 oo oaoa
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‘ QUMETHTE H OBHOBMTE |

PucyHok 6.12 — Ctatnctnka nopTos

6.3.4 OrpaHuyeHune CKopocTu

NHTepdenc orpaHMyeHUs MPONYCKHOW CMOCOOHOCTM BXOAALLMX/UCXOAALLMUX

NaKkeToB Ha NOpT. BO3MOXKHO orpaHunyeHne CKopocTb B npegenax ot 0 go 63 Mbéut/c.

BOLID @ o T3

P Kowdr-a | Orpasi p nopra

¥ Ynpasn. nopramu

KoHQ-A nopToE Mo el Cy ]
3epkanuposanme ! 0 i} &
CTaTMeTvka MopTos 2 0 o
; ’ E
Vhpaenexue Broadeast 4 0 o
Long Range PoE 5 o ‘D
P YnpasneHue [ o o
P PoE 7 0 & =
8 1] 0
9 a (o
10 1] 0
11 a 0
12 1] o
13 0 0
14 1] o
15 1] 0
16 1] o p

- L

PucyHok 6.13 — OrpaHnyeHne CKOpocTtu
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6.3.5 YnpaBneHue broadcast (LUupoKoBelaTenbHbIM
LUITOPMOM)

B MO kKommyTatopa BKOYEHa (YHKLUMS OrpaHUYEHUS LUIMPOKOBELLATENbHbIX
naketoB. [Ins HAcCTPOMKM OTMeTbTe (NaKKOM Te MNOpTbl, A/A KOTOPbIX XOTUTE
YCTAHOBUTb MOPOr YMCNA LWMPOKOBELLATENbHbIX MAKETOB, pa3pelleHHbIX AN BXOAa B
KaXabl MOPT 3a onpeaenéHHbI NPOMEXYTOK BpeMeHu. [lpu npeBbilieHUn nopora
nocTynawluine WNPoOKoBeLlaTeNbHble NaKeTbl OyayT oTbpacbiBaThCA.  YKa3aHHbIN
NPOMEKYTOK BPEMEHM 3aBUCUT OT CKOPOCTU COeMHEHNs U cocTaBaseT: npu 10 Mout /
¢ - 5000 mKc, npu 100 Méut / ¢ - 500 MKc, a npu 1 Téut / ¢ - 50 MKc. [ns
HEeBbIIeN€HHbIX NOPTOB BCE LINPOKOBELLaTeNbHbIE NAKETbl OYAYT CYNTATLCA OObIYHBIMMU.

» KoHgp-5 cUCTEMBI Broadcast Storm Control

¥ Ynpaen. nepramu
Mopor 1 (1~63)

Hie [opor- 4T0 KONMYECLTED TENBHBD i ANA BX0/A B KAKABIA NOPT 33 NPOMENYTOR
BpEMEHM. 3TO BPEMA 33BUCHT OT CKOPOCLTM COBAMHEHMA M cocTaenAeT: 10 MBUTJ ¢ - 5000 mic, 100 MuT f ¢ - 500
opToR MKEC, & 1 TBMT f ¢ - 50 MKc.

sHMe CROPOCTH - —

> Vnpaenenne Broadeas

ng Range PoE

P ¥Ynpasneunne
» PoE

(=T R T R TR ST ©

16 -

PucyHOK 6.14 — OrpaHuyeHne WMpPOKoBeLLaTeIbHbIX NAKETOB

6.3.6 Long Distance POE

OYHKLMA yBENMYEHMA MAKCMManbHOro paccrosHma co 100 m go 250 m ¢ PoE
nuTaHnem. locne BKAOYEHUA AAHHOM (DYHKUMW CKOPOCTb COEAUHEHUA CHUKAETCA C

100 M6uT / c go 10 Méwut / c.

BOLD BOLID SW-216 Bep.2 ALJIP.203729.003 P3n o1 18.03.2022



BOLID SW-216 Bepcusa 2. PykoBoACTBO N0 3KCNyaTauuu 30

® T P

P KoHg-A cHcTeMbl Leng Distance POE

¥ Ynpasn. nopTaMin

KoHd-a nopTos BrnioueHue Long Distance yeenuuMeaeT MakcMMansHoe paccToAHue ot 100 4o
SERATHEORAHAG 250 M. OQHAKD 3TO CHU3UT CKOPOCTL coeauHeHna co 100 MGuT/ c go 10 MBuT fc.
Cratuctuka MopToe ks
] 1 |
OrpaHueHne CKopocTh | & 2
YnpaeneHue Broadcast | 0 3
| 0 ‘
» Ynpaenenue [l 5
» PoE | ] 6 .
] 7
| @] 8
(] 9
i sl 10
: 0 11
| il 12
] 13
| B 14
i~ 15 =

CoxpaHuTL

PucyHoK 6.15 — Long Distance PoE

6.4 YTNIPABNIEHUE

6.4.1 Spanning Tree
6.4.1.1 Hactpoiku STP Bridge

Ha pucyHke Huke (PucyHoK 6.16) un306paxeH uHTepdeic W3MeHeHus

HacTpoeKk STP 1 npoTokona ero paboTbl.

o T

P KoH-A cMCTEMBI Hactporku STP Bridge _

» ¥YNpaen. nopramMu

¥ Ynpaeneune Pexum STP RSTP hd
R R MpHopwTeT Bridge 4095 (0~61440
WLAN Hello Time E ((1-10 Sex)
Link Agaregation hlax Age |2D | (B~40 Sec)
HacTpofkd QoS MpAman Jagepra | 15 | (430 Sec)
EezonacHoCTE
HacTpolkd SKMP

BOZ2.1K
1GMP Snooping
HTTFS

» PoE

PucyHok 6.16 — Hactpomnka STP
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Tabnuua 6.4 — NapameTpbl HacTpoiku STP

[APAMETP QYHKLNN
N3meHeHne pexuma pabotbl Spanning Tree. Bo3MOHbI
BapuaHTbl:
Pewum STP —OTKNI04UTD;
—STP;
—RSTP.
YcraHosute npuoputer mocra STP. [MapameTp B none
. ycTaHaBAuBaeTca B Auana3oHe oT O o 61440. 3HadyeHue
MpuopwuTteT Bridge

(MpropwuTeT MoCTa)

AOMKHO ObITb KpaTHO 4096. Mpu HAaNUYMKU ABYX OAMHAKOBbLIX
NPMOPUTETOB,  KOPHEBbIM  CTAHOBUTCA  YCTPOMCTBO  C
HanmeHblwmm MAC - agpecom.

3agaHue  UMHTepBana  Mexay — nepefjadyeri  KOpPHEBbIM
yCTPOMCTBOM co0bUIeHU 0 KoHpurypauum (BPDU dperimos).

Hello Time
[lapameTp B none ycraHasnMBaeTca B AmanasoHe ot 1 go 10
CEKYHA.
Max Age YcTaHoBMTE Bpems, KOTOPOe YCTPOMCTBO MOXKET NpocTamBaTb,
He nony4yas KOHPUrypaLunoHHOro coobLeHNA, NPEXAE YeM
(MakcumanbHoe y ¢urypay Ly , TPeXJ
BpeMs) NONbITAETCA NepeHacTpouTbCA. lapameTpbl BpemeHu

yCTaHaBAMBAKTCSA OT 6 A0 40 CeKyHA.

Mpamasn 3apepKKa

YcTaHOBUTE MaKCMMalibHOe BpeMsa OXUAAHUA nepej CMeHOM
coctosHui (oT npruema Ao nepeaaymn). CocTossHME MeHAETCS OT
4 po 30 ceKyHA.

6.4.1.2 Hactpouiku STP Port

NHTepdenc nossonser usmeHaTb npuoputetbl noptoB u RPC. MMapametpbl

MEHATCA nocne nsmeHeHus pexuma STP/RSTP B meHto «Hactpownku STP Bridge»,

cucTema aBToMaTMyecKun NnpucBanBaeT npuopuTeTbl Noptos 1 RPC.

=l=]il=)
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P Kosgr-m cnctau  HSCTRORNE ST Bridoe Mactpoim STP Port

Hearan nagTs

Tpsoparwe 18
RPC

PucyHoK 6.17 — Hactponka STP
Tabnuua 6.5 — MapameTpbl HacTpoiiku STP

MAPAMETP OYHKUMN

Homep nopta | Homep noprta. COOTBETCTBYET UMCNY HA NMUL,EBOI NAHENN.

YcTtaHoBWTe npuoputeT noprta, Bapbupylowmnnca ot 0 go 240 wu

lpnopurer KpaTtHbim 16.

(Root Path Cost) 3tor napametrp wucnonb3yercs STP pans
onpeneneHus Haunydlwero Nyt  MeXay  YCTPOMUCTBaAMM.
CnepoBaTenbHo, 6osiee HU3KME 3HAYEHMS [JOMKHbI COOTBETCTBOBATb
RPC noptam, KOTOpble B3aMMOAENCTBYIOT C OONbIIMM  MOTOKOM
nHcbopmaumm, a  bonee  BbICOKME  3HAYEHUS  AO/KHbI
COOTBETCTBOBATb MEHbLUMM NOTOKAM U 6onee yaaneHHbIM OT Aapa
cuctemsl. [apametp ycranasnmnsaetca ot 0 go 200000000.

6.4.2 VLAN
6.4.2.1 Cnucok VLAN

Bo Bknagke «Cnucok VLAN» MOMHO BWAETb CBOAHYI Tabnuuy co BCemu
co3paHHbIMK B KommyTaTope VLAN.

Tabnuua 6.6 — laHHble cnvucka VLAN
CTOonBEL ONUCAHUE

VLAN ID YHukanbHbin naeHtudukatop VLAN cootsetctByet Tery VLAN.

OnucaHue TeKcToBan nonb3oBartenbCcKasa MeTKa ana yﬂ,06CTBa H&CTpOVIKVI.

MopTbl, Yepe3 KOTOPble paspelleHo NpoxoxaeHue Tpaduka C
Ynen VLAN cootBetcTByOW MM Terom VLAN. HactpamBaetca BO BTOPON BKNaake
«KoHdurypmposaHue VLAN-nopta».
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ChucoK VLAN  [{OHIDHTYPHRDESH)E VLAN-NODTS

1,23456709,10,111213,141518
1 * B}

o s 15,16 2 El

| posasnn | vaamme

P-VICEOK 6.18 — Co3pgaHne VLAN

6.4.2.2 KoHdurypuposaHue VLAN-nopTa

Ha pucyHke Hue (PucyHok 6.20) n3obpaxeHa Bknaaka «KoHdburypuposaHme

VLAN-nopra».

Tabnuua 6.7 — KoHdurypuposaHue VLAN-nopTa

CTONBEL,

ONUCAHUE

Tun nopTta

Mo3BonseT BbIGpaTh pexmm paboTbl nopTa.

— Access. [JaHHbIN pexum nepekntyaer NopT B PEXUM CO CHATUEM
Tera VLAN. Hanbonee npaBuibHO MCNONb30BaTh A1s NOPTOB, K
KOTOPbIM BYAyT NOAKN0YATLCA OKOHEYHbIE YCTPOMCTBA;

— Trunk. B 3ToM pexume Haubonee 4yacto HacTpamBarTCA MOPTbI
ANA NOLKNIYEHMA K APYrMM KomMmyTatopam. [poxoadawmm yepes
TaKoW MOpT TpauUK NPOBEPAETCA HA Hann4yMe paspelléHHbIX B
none «Pa3pelwéHHble VLAN». CTaHOBWTCS aKTUBHbIM BblOOP
«Egress tagging»;

— Hybrid. B otanume ot Trunk agna ucxopsuwero tpaduka, hybrid
peXMM no3ponser cHumatb Bce MeTku VLAN wnm Haobopot
06sa3aTenbHo MeTuTh Terom «nopT VLAN». B ocTanbHOM NpUHLMN

paboThl coBMNajaer.

Mopt VLAN

3apaétca npuHaaNexHocTb nopta K KoHKpetHomy VLAN. B cnyyae
paboTbl nopta B pexume Access, NOCTynawwWuin Ha nopt Tpaduk

nomeyaercAa Terom, 3arnmcCaHHbIM B laHHOE noJe.

BOLID
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CTONnBEL ONUCAHUE

Mpu yctaHoBKe «Tun nopta» B «Access» JaHHOe none He AOCTYMNHO.

Ter VLAN npuHyantenbHO CHUMaeTCA.

— Untag port VLAN: byget cHATa MeTKa C NaKeToB, OTHOCALWMXCA K
VLAN c Tterom, ykasaHHoim B none «nopt VLAN». OctanbHble
nakeTbl OyayT nepenaHbl 6€3 U3MeHeHNI;

Egress tagging — Tag ALL: Bce naketbl ¢ metkamu VLAN 13 cnucKa pa3speLléHHbix
OyayT nepenaBaTtbca 6€3 U3MEHEHUN;

— Tagged only: Bce VLAN nepepatotcs KaK ecTb;

— Untagged only: Vicnonb3yetca B 0cobbix cnydasx. Bce meTku co

Bcex VLAN cHumaroTcA.

Pa3p6LLIeHHbIe I'IepeqmcneHme BCEX pa3pelleHHbIX K MPOXOXKAEHUNIO Yepe3 3TOT NopT

VLAN VLAN. OctanbHble VLAN oTOpacbiBatoTCs.

[ins KoHpuryprposaHus HoBoro VLAN Heobxoanmo:
Bo Bknagke «Cnucok VLAN» HaxaTb «[Jo6aBUTb». [0ABUTCA OKOLWIKO CO3AaHMA

HoBoro VLAN. 3anonHuB nona «VLAN ID» n «OnucaHune», Haxkmute «CoxpaHutb».

LoBaenTe (X
VLAN ID 2
Onucanne VLANZ

| COoXpaHuTE || OTmeHa |

PucyHok 6.19 — [lo6aButb HoBbIN VLAN

Bo Bknagke «KoHdurypupoBaHme VLAN-nopTa» ANnA HyXHbIX NOPTOB B Mose
«Pa3peueHHblie VLAN» nobaBbTe yKa3aHHbI B ware 1 «VLAN ID», HacTponTte nopt
B COOTBETCTBMM C BALIMMM NOTPeOHOCTAMM.

[pumep:
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HyxHo noakntounts Kamepy B nopt 1. VLAN BugeoHabnoaeHus - 2. Mopt, Kyaa
AO/KHbI NnepeaaBaTbCA AaHHble — 18 M 3TUM NOPTOM KOMMYTATOp MOAKNKYEH K
ApYyromy Kommytartopy, nogaepxusatowemy 802.1Q,

[ins yKa3aHHOW CTPOKK € Yncnom 1 B ctonbue «MopT» MU3MEHUTb:
— BblbpaTtb «Access» B cTonbue «Tun noprax;
— B none «[Mopt VLAN» Bnucars 2;
— B none «Pa3peweHHblie VLAN» Bnucars 2.

B cTpoKy, cooTBeTCTBYIOWYI0 18-My NOpPTY BNUCATb:

— Bbibpath «Trunk» B cTonbue «Tun nopta» (Haubonee BepoATHO
noasneHne n apyrux VLAN Ha KommyTtaTope. B 3TOom cnyyae, ecnm Bce
AaHHble ByayT NnpoxoauTb Yyepe3 18- nopt, BapuaHT «Trunk» aBnseTCS
ONTUMaNnbHbIM BbIGOPOM);

— Mone «MopT VLAN» meHsATb He TpebyeTcs (B nosie BNMcaHo 3HaveHue 1);

— B none «Egress tagging» Bbibpath «Untag port VLAN» (B 3tom cnyyae Bce
pa3pewéHHble VLAN 6yayT npoxoantb co ceoumn metkamu, VLAN ¢ ID 1
OyneT octaBaThCA 6€3 METKN);

— B none «Pa3peuweHHble VLAN» Bnucatb 2 unu gonucartb yepes 3anaTyio K
CMUCKY YXKe NMEeIOLLUXCA B Noje 3HaYeHNN;

HaxaTb KHOMKy «COXpaHUTb».

® W g

P HoHG-A cHETEMBI CAMEOR VAN | KoH(pHrypupoBaKite VLAN-nopra

Access 2 B

Access i B
3 Access 2 B
Access

Access

7 Access 3 B
Access v 1

] access e B

P PoE

10 Access
Access

ccess

ass
e

15 ess = :
18 coss = B 1 :
| comanm. |[ oo |

PucyHok 6.20 — KoHdurypuposanue VLAN-nopta

ENELEIE
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6.4.3 Link Aggregation

CyTb arperauuy KaHanoB 3aKnw4yaetrcd B (POPMMPOBAHUU W3 HECKONbKUX
huU3nYeCcKnx NOpPTOB KOMMYyTAaTOpa OAHOrO0 NOTrMYECKOro nopra, NPUYEM HECKONbKO
KaHanoB, MpPUHaANexXaWmx K OAHOM W TOW Xe rpynne arperaunm, MOXKHO
paccmaTpuBaTh KaK orMyecKoe coeauHeHne ¢ 60nblueli MPonyCKHOW CNOCOBHOCTbIO.

ArpernpoBaHue KaHanoB MOXET peann3oBartb pa3jesneHne OTBETCTBEHHOCTH 3a
KOMMYHMKALWOHHbIA NOTOK MEX/Y Kam/blM MOPTOM-Y4E€HOM TFpynnbl arpernpoBaHus,
YTO [JO/KHO YBENWYWUTb MPOMNYCKHYO CMocoOHOCTb. Mexay Tem, B3aWMHOe
AVMHAMUYECKOE PEe3epPBHOE KOMUPOBAHWE MOXET ObiTb PEANM30BAHO MEXKAY KaMAbIM
MOPTOM-Y1EHOM B OJHOW W TOW e rpynne arperauuu, 410 AOMKHO MOBbLICUTH
HaeXHOCTb COeAUHEHUSA.

[na 3Toro co3paércAa onpeaeneHHasa KoHdurypauma AnA NOPTOB-UYNEHOB,
KOTOpble MPUHAANexaT K OAHOW W TOW e rpynne arperauuu. 3TM KOHdbUrypauum
BKNoYalT HacTtponkmn STP, QoS, VLAN, csonctea noptos, m3ydyeHne MAC-agpecos,

3epKanupoBaHue, dunbtpaunio 802.1 x n Mac n . a.

BHMAHWE!

He pexkomeHayeTca peann3oBbiBaTb KOH(Mrypauui nopToB, KOTOpble
MCNONb3YTCA ANA arperaynm KaHanos, C pacWmpeHHbIMU QYHKUUAMN.
Arperauus KaHanoB MOXeT ObITb pa3zeNneHa Ha CTaTUYeCKyio arperaymio 1
LACP, KakK npaBuno, NpOTMBOMONIOXHbIMM KOHEYHbIMK YCTPOMCTBAMM
arperaumm KaHanoB KOMMyTatopa ABAAKTCA KOMMYTaTOp W CeTeBble
KapTbl cepsepa

6.4.3.1 CraTnyeckas arperauus

CTaTMYECKMIN PEeXUM arperauny no3BoNseT emy BPyYHyo 1006aBUTb HECKOBKO
NOPTOB-Y/1EHOB B TPynny arperauuu, BCe MOPTbl HAXOAATCA B COCTOAHWUWM MPAMOM
nepeaayn M COBMECTHO MCMONb3YIOT NEpPerpyeHHbln NoToK. Heobxoanmo co3path
rpynny arperauum v no6aBuUTb NOPTbI-YNeHbl Yepe3 pydyHoe KOoHdUrypuposaHue 6e3
yyactua npotokona LACP (link Aggregation Control Protocol).

Pextum «banaHcMpoBKY Harpysxum».
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CyLLecTBYeT TpY TMNA anroputma 6anaHCcMpOoOBKU HArpy3KM A NopTa, KoTopble
NnoKa3aHbl HUKeE.

Tabnuua 6.8 — Tunbl anroputma 6anaHCMpPOBKM Harpy3Ku

PEXXM BANAHCUPOBKM ONUCAHUE

banaHcupoBKa Harpyska, ocyuiectBnfgemas Ha OCHOBe

MAC nCTOYHMKA
nona MAC-agpeca UCToYHMKa.

EaflaHCl/IPOBKa Harpyska, ocyuiecreidaemas Ha OCHOBE

MAC Ha3HayeHusA
nona MAC-agpeca HazHayeHus.

banaHcupoBKa Harpyska, ocyuiectBnfdemas Ha OCHOBe

MAC Src & Dst
nona MAC-agpeca UCTOYHMKA U Ha3Ha4vyeHus.

* pynna ArpernpoBaHus

3Tto0 cbopka rpynnbl noptoB Ethernet. MMopaepxuBaemoe u4ucio rpynn
arperaymm no ymonyaHuio paBHO TPEM, KOTOPOE He MOXKET ObiTb 3MeHeHo. CTaTyc no
yMONYaHWIO Ana Bcex rpynn arperayuun-disable, B rpynnax He aKTMBMPOBAHO HMU
ofiHOro nopra.

* Bxogauine B rpynny noptbl

B KommyTaTope co3gaHbl BCe rpynmnbl arperaunn no yMonyaHuio, Y4aeHbl nopra
nmetoT 3HadeHune null. CHavyana Heo6XoAMMO BKIOYUTL FPYNNY arpermpoBaHus, ecim
Bbl XOTWTE HACTPOMTb MNOPTbI-YNeHbl ANA FPYNnbl arpernpoBaHuA. 3atem LWeNKHUTe
rpynny arperMpoBaHus, B KOTOPOM HAxoAMTCA MOPT, 4YTOObl BKAYUTL (YHKLNIO

arpermpoBaHus.
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6.4.3.2 LACP

LACP (Link Aggregation Control Protocol) ucnonb3yetcs ana peanusauuu
AVMHAMUYECKON arperauum ocHOBaHHOM Ha cTaHaapTte |IEEE 802.3 ad. Obe CTOpOHbI
arperupyemblx yCTPOWCTB 00beMHAIOTCA BMECTE MO COrNacoBaHHbIM KaHanam CBS3U U
noay4alT M OTNPaBAAKT AaHHble 4Yepe3 naker LACPDU, B3auMmMoaencTBYHOLINA C
nHopmaumen o6 arpermpoBaHun. [POTOKON MOMET aBTOMATUYECKM A006aBNATb U
yAanaTb nopThl B rpynne arperauun. OH o06najaeT BbICOKOW TUOKOCTbIO WU
obecneynBaeT BO3MOXHOCTb 6anaHCUPOBKM HArpy3KMU.

Mocne BkNtoYeHUs dyHKUUM LACP nopT cooOWmUT NPoTMBONONOKHON CTOPOHE
cuctemHbin npuoputet, MAC, Homep nopTa, npuopuTeTa M KAY ynpasneHus (31o
onpeaensaetca (GU3NMYECKMMU CBOWCTBAMKU, MH(pOPMaLMEN O MNPOTOKONE BEPXHEro
YPOBHS 1 K/IOYOM yNpaBfieHns nopTa).

CTopoHa C BbICOKMM TNPUOPUTETOM  YyCTpolcTBa OyaeT  ynpaBnsTb
arpernpoaHuem. lMpunoputeT yCTponcTBa onpeaensietca CMCTEMHbIM NPUOPUTETOM U
MAC-agpecom, yCTPOWMCTBO C MEHbLUMM 3HAYeHWEM CUCTEMHOro npuopuTeTa umeert
6onee BbICOKMIA MPUOPUTET. YCTPOMCTBO C MEHbIUMM 3HayeHuem cuctemHoro MAC
nMeeT Oonee BbICOKMM NPUOPUTET, KOrga 3HA4YeHWe CUCTEMHOro npuoputeTa
oanHakoBo. CTopoHa ¢ 6onee BbICOKMM NPUOPUTETOM YCTPOWCTBA BblbepeT mopT
arperauuMm B COOTBETCTBMM C MPUOPUTETOM NOpPTa, HOMEPOM MNOopTa M KIYOM
onepauuun. MopTbl C TAKUM Ke K/OYOM onepauum MOryT ObiTb J00aBNeHbl B Ty e
rpynny arperauuu. MopT ¢ MeHbLWMM 3HaYE€HMEM NPUOpPUTETa NopTa OyAeT BbiIOpaH Mo
NPUOPUTETY B TOWM e rpynne KoHBepreHuuu. MopT C MeHblKUM Homepom Oyaer
BblOpaH, Korga npuoputeT nopta OyneT OAMHAKOBbIM. BblbpaHHble nopTbl OyayT
NorMyeckn obbeanHeHbl BMECTE AN NPUEMa 1 OTNPaBKK JaHHbIX Moc/e Toro, Kak obe
CTOPOHbI B3aNMOAENCTBYIOT C MH(hopMaLmen ob arperauuu.

Hactpoiku npotokona LACP B OCHOBHOM BK/IOYalOT B cebs (yHKUMUIO
BKoYeHnsa nopta LACP, 3HayeHue KAw4ya, aKTMBHOCTb (QKTMBHbLIN / MaCCUBHBbIN

PEXMM) N KOHDUrypaumio Tanmayra.
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[MopTbl, KOTOpble TOJNIbKO BKAOYaT npotokon LACP, moryt peanu3oBartb
cornacoBaHve LACP, n torga oH moxeT chopmMUpoBaTb arpervpoBaHHbIN KaHal.
CeKpEeTHbIN KNoY ABNSIETCA OCHOBOW B3aUMOAENCTBUSA, U NOPTbI C TAKUM e CEKPETHbIM
KNIOYOM MOTyT BEeCTU nepefady Ans GOPMUPOBAHMS KaHana arperauunu. Pexum
nepenayn BKNOYAET B C€OS «aKTUBHbIN/MACCUBHBIA» PEXMMBI.

YcTpoiicTBO ByAeT aKTMBHO 3anyCKaTb KaHan arperaunn, Koraa oHO HaxoauTCs
«aKTUBHOM» COCTOSIHUM; YCTPOMCTBO OyaeT NacCMBHO NPUHMMATL [JaHHble 06
arperauun, 3anylleHHOW ApYruMyM  YCTPOWCTBAMM, KOrga OHO B COCTOSHUM
«NACCUBHbBINY.

B cucteme foMkHbI ObITb, MO KpaHel Mepe, OAUH UK [1BE CTOPOHbI, KOTOPbIE
YCTAHOB/IEHbl B KAa4YecTBe «aKTUBHOrO», 4yToObl peann3oBaTb yCnewHoe coeauHeHue,
Koraa iBa yCTPOWCTBa 00beAVHEHbI MeXay COOO0W.

— Kntoy: ans yneHoB OAHON Tpynmnbl arperaluum HyXHO HACTPOUTb OAWH U
TOT Xe K/K0Y onepaLmmn, OH JoMmKeH ObiTb B AnanasoHe ot 1 1o 65535;

— AKTMBHOCTb: MOXET BblOpaTh aKTUBHbIA U NACCUMBHBIA (MO YMOMYaHUIO).
OaHO yCTPOWCTBO, KOTOpPOE Yy4yacTBYeT B AMHAMMYECKOW arperayum,
AOMKHO OblTb B aKTMBHOM peXume, a Apyrne A0MKHbI ObiTb HACTPOEHDI
Ha NACCMBHbIN PEXUM;

— TaliM-ayT: MOXET OblTb YCTAaHOBNEHO B KOpPOTKoe wunau paonroe (mo

YMOJIYaHWI0) BPEMSA OXUAAHMS.

o © e

B Cong-A cHETEMEl  AFPEFALAN SCLINSK

¥ Ynpagn. nepTami
- C i 1 (1 ~65535)

[PEsiiM BIPETALNN CERNDE | MAC Sre H [t

COCTOAHNES

T CTamiu, - CTaTHY - Crama,

Hitkrd unepswm 1 {1-65535)| L {1-65536) 1 {1-6i5535,
b PoE

Taltm-gyr

AXTHEHOLTE

| UBHOEHTE |

PucyHok 6.21 — iHTepdeinc HacTponKK arperaymm CCbinok
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6.4.4 Hactponku QoS

6.4.4.1 [puopUTETHLIA pEXUM
JOCTynHbI TPU peXxnma NpuopUTETHOCTH:

— First-In-First-Out (npuvoputeT B nopsaaxke o4epeaHOCTN): NAKEeTbl B oyepeau
06cnyX1BaOTCA B NOPAAKE UX NOCTYN/IeHUS;

— All-High-Before-Low (npuoputeT B nopsiake AByX o4yepeaen): nocrynatwliyme
naKeTbl nomewjaloTca B ABe oyepean «BblcOKONpPUOpPUTETHbIE» W
«Hu3KonpuoputeTHble». [pn 3TOM MaKeTbl M3 BTOPOA OYepean He HayHyT
nepenaBaTtbCA, MOKa NepeaaroTcsA NakeTbl U3 NePBON oYepeau;

— Weight-Round-Robin (npuoputer pacnpegensietca LMKAUYECKW): MAKETHI
pa3buBatoTcAs Ha yeTbipe oyepean. TpaduK nepepaeTcs B COOTBETCTBUM C
HOMEpPOM NaKeTa B KaXaon ovepesmu.

O : (T3

P KeHdp-a1 cucTemel MpueputeTHbIi pexur Port/B02 1p/DSCR Based TCRAJDR Port Based
P Ynpaen. noptamu

¥ YnpaeneHue
@ Firstin-FirstOut
Spanning Tree -
PEsim () All-High-Before-Low
WLAN - : : ) )
() Weight-Round-Robin - Low weight 8 + Highweight g -
Link Agaregation

COXpaHHTE

EezonacHocTe

HacTpoiks SHMP
80213
IGMF Enooping
HTTRPS

> PoE

PUCYHOK 6.22 — [IpMOPUTETHLIN PEXUM

6.4.4.2 Port/802.1p/DSCP Based
B AaHHOM OKHE MOXHO BKIOUYUTL NpuoputeT no nopty, no dnary VLAN man no
mapkepy naketa IP/DS Enable High Priority (0603HayeHne Hanbonbluero npuopuTeTa):
rafoyka B COOTBETCTBYIOLLEM OKHE O3HayaeT, YTO JAaHHbIN napameTp Haubonee
NpUOpUTETEH.
— Port Base (npvopuTeTHOCTb MO MOpTy): BblbpaHHbIA MOPT CTAHOBUTCA
BbICOKONPUOpPUTETHbIM. [1aKeTbl, NONyYeHHble Ha BbICOKONPUOPUTETHOM

nopty, nonaaatoT B NPUOPUTETHYIO O4YeEpPeb;
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—Mpu BKMtoYyeHMnM QoS Ha ocHoBe 802.1p, npuoputM3auma Tpaduka
HaYMHaAeTCA Ha OCHOBAHWW 3HAYeHuAa npuopuTeTa, YKa3aHHOro B
3aronoske L2 nona TCl, nonyyeHHoro nssHe. KommytaTtop, mcxoaa u3
(dnara npuopuTeTa, pasgenser Bxogawme nakeTol. 3HavyeHus dnara 4~7
— BbICOKMI npuopuTeT, 0~3 — HU3KWUIA NPUOPUTET;

— DSCP. KommyTtatop, ucxoas us mapkepa IP TOS (Differentiated Services)
nakeToB Bxoasuiero Tpaduka lpv4 DS u Ipv6é TC 3agaet npuopuTer:

— BbICOKMW — Anga 3HavyeHun 10,18,26,34,46,48,56;

— HU3KUW — ANA BCEX OCTANbHbIX.

® % e

P KoHp-a cucrembl MPMOPUTETHEIM PEXUM Port'802.1p/DSCP Based TCRUDP Port Based

P ¥Ynpaen. nopramu
¥ ynpasnenne PS5 e i .
OTKIOWTE

SoRnningTIse 1 OTKMIOWATE - OTKHWTE - -
A 2 OTKNIOWTL v OTKNIOWTE - OTKNIOWTL v
: ) - 3 OTKNIOWTE - OTKNHOWTE - OTKNHOWITE -
LI MD.ED?“U‘ 4 OTKNIOWTE - OTKNHOWTE - OTKNIOWTE -

5 OTKNIOWTE - OTKMOUTE - OTKMIWTE: -
BEseTEEE 6 OTKNIOWATE - OTKNOYNTE - OTKNIOWTE -
HacTORRIBHME 7 OTKNIOWTE - OTKNYMTE - OTKNIOWTL - (=
Gt 8 OTKNIOYATE - OTKNHOUNTE - OTKNIOWATE -
[Citssualng ] OTKMIOWTE - OTKNOWTE - OTKMNIOWMTE -
HTTPS 10 OTKMIOWTE - OTKNHOYTE ¥ OTKMIOWATE, -

» PoE L OTKAKOWATE - OTKHOUMTE - OTKMIOUWMTE -

12 OTKNIOWTE - OTKNIOYTE - OTKNIOWTL -
13 OTKNKOUATE. - OTKO YT - OTKIOWATE. -
14 OTKMIOWATE: ¥ OTKNIOUMTE - CTKNOWTE -
15 OTKAIOWATE - OTKNOWTE - OTKNIOUMTE -
16 OTKAIOWTE - OTKMOYMTE - OTKNHOYMTE - !

PrcyHoK 6.23 — UHTepdeinc HacTponku Port/802.1p/DSCP Based
6.4.4.3 TCP/UDP Port Based

TCP 1 UDP ncnonb3ytoT 16-pa3psagHbiin NOPT ANA pacno3HaBaHWA MPUNOKEHNIA.
CepBepbl 06bIYHO UCMOMbL3YIOT CTaHAaPTHbIE NopTbl. Hanpumep, TCP-nopt FTP-cepBepa
— 21. TCP nopt Telnet — 23. UDP. nopt TFTP-cepBepa — 69. 3ape3epBUPOBAHHbIN
avana3oH TCP/IP 1-1023 nopr.
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Ha pucyHke (PucyHOK 6.26) BUAEH CMUCOK CTaHAAPTHbIX MOPTOB, KOTOPbIE
MOXeT obpabaTtbiBaTb YCTpoicTBO, Takue Kak FTP, SSH, TELNET, SMTP u DNS.
Bo3MoOxHble 3HAyeHMA: BbICOKUM NPUOPUTET, HU3KUKM npuoputet, FIFO unnn
oTbpacbiBaTb. 3HaYeHMe No ymonyaHuio - FIFO.

Mpumep KOHbUrypaumm.

1 CeTteBoOe nogKkntoyeHue

— K KommyTatopy nogKniouyeHbl Hekue yctpowucrtsa B nopT 1, 2 u FIP
cepsep yepe3 16 noprt;

— HactpoeHa dyHKuma QoS, MopT 2 nmeeT BbICOKWUI NpuoputeT, nopt 1
HEeT, M YCTPOWCTBY B nopTe 2 3a6N0KMpPOBaH ans goctyna K FTP cepepy.

2 Hactpouku:
a. YctaHoBuTE pexum paboTbl npuoputeta B coctosHme «All-High-Before-Lowy;
YO o T3

P KoHdp-A cucTeMEI MNpuopUTeTHEIA pexum Port/802.1p/DSCP Based TCP/UDP Port Based
P ¥Ynpaen. nopramu
¥ YnpaeneHue

¢ First-in-First-Out

Spanning Tree
Pexum & All-High-Before-Low

VLAN
¢ Weight-Round-Robin  Low weight | g ~| Highweight|g -
Link Aggregation

PUCYHOK 6.24 — [1pNOPUTETHBIN PEXMM

b. [lna nopTta 2 ycTaHOBUTE BbICOKNIN MPUOPUTET;
YO o [ T3

P KoHgp-7 cucTemsl MpUOPHTETHEIN pexumM Port/802.1p/DSCF Based TCP/UDP Port Based
P ¥Ynpaen. nopramn

¥ Ynpaenexue

»

| OTKNIOUHTL | oTenouns | oTenouns

Spanning Tree

| BRAIOUHTL | oTeniounTe | oTinounTe

VLAN

| OTRNIOUHTL | oTiniouny | oTinioune

Link Aggregation

—_—
PUCYHOK 6.25 — [IpMOPUTETHLIN peXnm
c. 3apaunte «Discard» gns naketoB, oTHoCALWMXCcA K FTP cepBepy.

L LefLelLe]
LefLefLelL]

| OTRnIOUHTL [ oTenoune [ oTenoune

ALl Ll L]

nooE W M

4

s — - s —

BOLID (O o T3

P KoHtp-A cucTeMbl  [IPMOPUTETHBIN pexnM Port/802.1p/DSCP Based TCP/UDP Port Based

P ¥Ynpaen. nopramu

¥ YnpaeneHue
FTP | Discard | =
Spanning Tree
SSH FIFO -
VLAM | J
TELNET [FIFo |
I ink Anarana tion

PucyHok 6.26 — 3apante «Discard»
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6.4.5 be3zonacHocTb
6.4.5.1 Tabnuua MAC aapecos

Kommytatop, ana nepegaym naketa, BbinoaHAeT nonck B nncte MAC-agpecos B
cootBetctBUM ¢ MAC-agpecom Ha3HadyeHusi. Ecnn agpec HaingeH B Tabnuue,
MCMONb3yeTCA COOTBETCTBYIOLWMIA NOPT ANA Nepecbinky naketa. Ecam Het, yCcTponcTBo
MCNONb3yeT LWNPOKOBELLATENbHbIA PEXUM ANA MEPecblIKM Yyepe3 COOTBETCTBYHOLLNN
VLAN (3a uckniodeHnem nopta, C KOTOPOro 3TOT MaKeT moctynun). Ha cnegyioliem

pucyHKe npeacrtaBseHa TaKas Ta6nv|u,a a/ijpecos.

BOLID @ L E’

b KondA CleTeNMu Piort-Mac Suipig | SANLTHALIM N o M
¥ Ynpann neprami
¥ ympannene

0800731 3003

[ ooonn ]

PmchyHo-r-c 6.27 — MAC nicopmaumsa 06 agpecax
6.4.5.2 Port Mac Binding/ Npueaska MAC-aapeca K nopty

Ha pucyHke Huxe (PUcyHOK 6.28) n3obpaméH uHTepdeinc npussaskm MAC-
aapecoB. Haxmute Ha BblOpaHHbIA [eNCTBYOWMIA NOPT ANA HACTPOMKM MPUBA3KK K
Hemy MAC-agpecoB. B pe3synbtate Tonbko Tpaduk c¢ 3tum MAC-agpecom 6yaer
[OMNyLLeH K nepefaye Ha 3TOM nopre.

[laHHON (hyHKUMENn MOXKHO MO/b30BaThCsA, YTOObLI Yepe3 AaHHbIA MOPT Morna
OCYLLeCTBAATLCA nepeAaya AaHHbIX TONbKO KOHKPETHOro YCTPOWCTBA, Hampumep,

Kamepbl.
® % T

[;  TaSnw M aapecos Port Mac Binding GHETRSLIIR NOpToR Mac
+ Yapamn. nopramu
¥ ynpasnense

a oG @édhn
o9V 99 ww mod A m
HeC PG s Mac Binding Port 26
— Dmamic 1 % onm [ npuess
2 Drmamic 1 26 O | 3

3 Dymamic 1 2 Ommz

5 Dymamic % omery |

PucyHok 6.28 — lpueaska MAC-agpeca
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6.4.5.3 Ounbtpauna MAC-agpecos
OYHKLMA NCNONb3YeTCA ANA OrpaHNYeHMA NOCTYNaKLWMX NaKeToB NpM NOMOLLM
HacTpouku 6enoro cnucka MAC agpecoB. [ns HAacTPOWKNU DYHKLUK:

1 Hawmute «[lo6aBUTb» 1 BBEAUTE B nossuBLIemca none 6enbii MAC aapec;

2 CoxpaHute HaCTPOMKY;

3 [lns npocmoTpa MHdopmaLnn, HaXKMUTE Ha NOPT ycTpoicTea u B «Mac Filtering
Port» npocmoTtpu Bxogaume nakeTol.

® % v

b Kow-a cucremsr  TAGNMAS Mat aaEcoy | Fort Mae BIong| GnnuTpauna nopres Mac
» Ynpass

¥ ynpass

B 066 @@ @Ebid Boad

Mat Fiftering Port 1

- o I

PUCyHOK 6.29 — ®unbTpauuns nopTos

6.4.6 SNMP
Kommytatopom nopaepxunsatotca SNMPv1, SNMPv2 n SNMPv3.

— SNMPv1 pgna asTopu3aumy Mcnonb3yeT community MMA aHanorm4yHo
naponto. Ecnm community otnnyaTcs, yCTpOMCTBA UFHOPUPYIOT TaKune
MaKeTbl;

— SNMPv2 Otanumin B meTofe aBTopu3auuu HeT. PacwmpeH cnmMcok
BO3MOXHbIX OnepaLuii, TMNOB JaHHbIX U KOAOB OLINOOK;

— SNMPv3  aBtopu3auua Ha OCHOBE NO/Mb30BATENbCKOW  MOAENMN.
Bo3mMOXHa HacTpoMKa pasfMyHbIX NapameTpoB asTopusaluuv, B TOM
yncne wucdpoBaHusa. 3IToT npotokon SNMP  saBnsetca Haumbonee
6e30MacHbIM W pPEKOMEHAYeTCA ANA  WUCNONb30BaHUS B YC/NOBUAX,

TpebyIoLLMX NOBbILIEHHOW 6€30MaCcHOCTY.
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BHUMAHWE!

[pOTOKONbI Pa3NMYHbIX BEPCUIA HE COBMECTUMbI Mexay coboi. OTanuue
NPOTOKONOB, KaK M HEeBepHble HACTPOMKM aBTOpuM3auuu, NpuBeayT K
MTHOPMPOBaHMNIO 0OMeHa € 06enx CTOPOH.

6.4.6.1 HacTtpoitku SNMP
Ha pucyHke (PucyHok 6.30) nsobpaxeH nHtepdeinc Hactpoek SNMP 1 npumep
TaKOM HaCTPOWMKKM, SBAAIOWMIACA B OOMbIIMHCTBE YCTPOWCTB YyCTaHaBAWBAEMbIM MO

ymonyanut. Ana SNMP npotokonoB Bepcuii 1 u 2 uHTepdenc HACTpoeK He

BOLD (O - | Tg
» KoHtp-A cUCTEMBI SNMP
» ¥YNpaen. noptamu
¥ ynpaenexue Bepcua SMMP [~ SMNMPw1 ¥ SNMPv2 [~ SNMPw3
< [
Spanning Tree SNMP nopt 161 (1~65535)
VLAN
Read Community public
Link Aggregation
Write Community private
Hactpoikn QoS
Anpec Trap
Be3onacHocTe
n T
> Hactpoikn SNMP S 162

802.1X | OBHOBUTE || CoxpaHuTe ‘

PrcyHok 6.30 — Hactpounku SNMP

Ha pucyHke (PucyHok 6.31) nsobpaxeH untepdenc Hactpoek SNMP Bepcum 3.
[ins 6€30nacHOCTV MPUMEP TaKMUX HACTPOEK HEe NPUBEAEH.

B cnepaytoueii Tabnuue noapobHO onucaHbl MNOAA, OTHOCALMECS K 3TUM
HaCTpOMKam:

Tabnuua 6.9 — MNons HacTpoek

HA3BAHUE ONUCAHKE

Mone, ncnonb3yemoe ana nonyvyeHna napameTpon

Monb3oBaTtens (YTeHne) N
C yCTpPOWCTBA.

Mone, ncnojsibayemoe anA N3IMeHeHuA

Monb3oBaTtens (3anuck) 4
napameTpoB YCTPOWCTBA.

B 3ToM none yKasblBaeTcs agpec, Ha KOTOPbIN
Appec trap cepsepa caMMM yCTpOWCTBOM OyayT nocbinatbcs trap
naKeTbl.
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HA3BAHUE

ONUCAHUE

Nmsa nonb3oBartensa TONbKO ANA

4YTeEHNA

3ajaHne UMeHu nonb3oBaTens.

Tvn ayTeHTUMKaL UK

Yctponctsom

MCNONb3YeTCH
«aBTOpMU3auMA ¢ WKndpoBaHNEM». 30eCb MOXHO
3a4aTb MeToA WKdpPoBaHUA KNoYa aBTopuM3aLmu.
MoxHo BblIbpaTb mexay MD5 nnu SHA.

pexum SNMPv3

Naponb ansa ayteHTUbMKaL MK

[Mone anA 3apgaHuA napona asTopunsaunn.

Tvn wudpoBaHua

Mone BblOOpa
nepenaBaembix

meTtoza
AAHHBIX.
noaaepxmnBaerca TonbKo pexum «CBC-DES».

wndpoBaHms
YcTponcrsom

I'Iaponb LLIVI(prBaHl/IFl Mone anAa 3aAaHunA Kn4ya LLIVIdeOBaHVIH
nepeagaBaemblX AaHHbIX.
BOLID D - E.
» KoHdp-A cucTEMEI SNMP
» ¥Ynpaen. nopTamu
¥ Vnpaenetne Bepcua SNMP [~ SNMPw1 [~ SNMPv2 v SNMPv3
SRETTIAEE SNMP nopt h 161 (1~65535)
VLAN
Read Community public
Link Aggregation
Write Community Private
Hactpoitkn QoS
Apgpec Trap
EeaonacHocTe
e o
LR MMA Nonk30BaTens ToNLKo Ona yTeHna | public
EIFETEE Tun ayTeHTHGNKaLMN f«| MD5 " SHA
HTTPS
Mapons ANA ayTEHTHdWKALWMK
» PoE
Twn WWHpoBaHA + CBC-DES
Mapone WupposaHia
Monb3oeatent YTeHwe W 3anuce | private
Tun ayTeHTUGNKaLMN + MD5 ™~ SHA

Mapons AnA ayTeHTHHMKaLMn
Twn WKWHpoBaHNA *+ CBC-DES

Mapone WuhposaHwa

| OBHOBWNTE || CoxpaHuTe |

PucyHok 6.31 — Hactponku SNMPv3

BOLID
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6.4.7 802.1X

IEEE 802.1x — 370 cTaHAapT ayTeHTMUKauMM YyCTPOMCTB, MOAKMYEHHBIX K
KOMMyTatopy. 3TO TUN NPOTOKONIa ynpaBieHua AOCTYNOM K CeTM Ha OCHOoBe nopTa,
no3Tomy fAns paboTbl 3TOr0 MPOTOKOMA HA MNOPTY KOMMyTatopa [JO0/MKHA ObiTh
CKOH(QUrypupoBaHa QyHKUMA ayTeHTUdUKauMmM. YTO KacaetcA MNONb30BaTeNbCKOroO
yCTPOMCTBA, KOTOpPOE MOAK/I0YAeTCA K HACTPOEHHOMY Ha aBTtopmsauutio no 802.1X

NOPTY, OHO A0/KHO NOJAEPHKUBATL AAHHbIN NPOTOKON ayTEHTUDMKALUN.

6.4.7.1 CrpyKkrypa cetn 802.1x
MpocTenian cxema 802.1Xx BKAYaeT B ceba TPU YacTU: KAWMEHT, areHT
(KommyTaTop), HAaCTPOEHHbIV Ha PaboTy C KOHKPETHbIM CEPBEPOM ayTeHTUdUKALUN 1

cepBep ayTeHTVICbVIKaLI,l/IVI.

Sl

KnueHT

~ ATeHT Cepeep
(KoMMyTaTop) AYTEHTHI WK WHK

I

KnueHT
PucyHok 6.32 — Cxema

— Knuent (CynnankaHT) — 3TO MNONb30BATE/NIbCKOE TEPMUHANBHOE YCTPOWCTBO,
Tpebyloulee AoCTyna K /OKanbHOM CeTW, KoTopoe ayTeHTUduuupyetcs B
NoKanbHow cetn. KnueHT gomkeH 6yaeT ycTaHOBUTb NporpammHoe obecneyeHue,
noaaepxusatouiee 802.1x naeHtTndmKauuio.

— AreHT (AyTeHTUdMKaTOp) — 3TO CeTeBOe YCTPOMCTBO, KOTOpOe ynpaBnser
KNMeHTCKUM poctynom B ceTb LAN. OHO pacnofnoXeHo Mexay KineHTamu u
cepBepom ayTeHTUdPUKaLMK, KOTOPbI NpeaocTaBnAeT Nofb3oBaTenam nopT
AOCTyNa K NoKanbHou cetn (bM3nYecKnin nopT WAM NOTUYECKUA MOPT) W
peanu3yer ayTeHTUPUKALMIO Ha MNOAKMIYEHHOM KAMEHTEe NOCPeaCTBOM
B3aMMOJENCTBUA C CEPBEPOM.

— CepBep ayTeHTUdMKAUUM WUCMONb3YeTCA ANA peanus3aunn ayteHTUdmKkauum,
aBTopu3auun u bunnmira. na 802.1X 31o cepsep RADIUS. CepBep nNpoBepKu
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NOANIMHHOCTA  MPOBEpPAET  3aKOHHOCTb  KAMEHTa B COOTBETCTBUM  C
ayTeHTUPMKALUNOHHON MHPOpMaLMen KAMeHTa, OTMPaBAEHHOW CO CTOPOHbI
yCTpONCTBa, M WHGMOPMUPYET YCTPOWCTBO O pe3ynbTatax npoBepku. [lo
napameTpam areHTa NPUHMMAETCA pelleHne, NO3BONUTb N KNMEHTY A0CTYN UK
HeT. Ponb cepBepa ayTeHTUPUKALUUN B HEOONbIIMX CETEBLIX CpeAax MOMKET
BbINOMHATL YCTPOWCTBO, KOTOPOE peanu3yeT /OKaNbHYyl ayTeHTUdUKaLumio,
aBTOPM3aALNIO U OUANNHT KNUEHTOB.

6.4.7.2 802.1x AyTeHTU(UKaLNA NOPTOB
MopTel poctyna LAN, npepocTtaBnsaemble YCTPOWCTBOM KAMEHTaAM, MOMKHO
pasaennTb Ha aBa Tvna «KoHTponupyembie» n «HekoHTponpyembie» nopTbl. Jlloboi
Kaap, NOCTYMMBLUMIA B NOPT, MOXET OblTb OTNPABNAEH KaK Ha KOHTPOUPYEMbI NOPT, TaK
M HEKOHTPOAUPYEMBbIN NOPT.

— HeKoHTponvpyemblii MOPT BCErAa HAXOAWUTCA B COCTOSHMU ABYHanpaBleHHOro
COeAVHEHUs, KOTOPOE WCMO/b3yeTca B OCHOBHOM [J/1s nepeaadn naKeToB
ayTeHTUdUKauUnnU. ITo HeobXoaUMO, YTOObI KNMEHT BCerga Mor 0OMeHMBaThCS
nakeTamm naeHTUdbUKaLmm.

— KoHTponmpyeMbIii TOPT HAXOAUTCA:

— B cocTOsiHMM  ABYHAnNpaBiEeHHOro  COEAMHEHUS  MOC/Ae  YCMEeLHOoM
aBTOpU3aLUY;

— 3anpeta npuHUMaTb NoOble  NaKeTbl OT KAMEeHTa B COCTOAHUM
HEeCaHKLMOHNPOBAHHOIO A0OCTYNa.

6.4.7.3 Pexum 3anycka ayteHTudpukauum 802.1x
Mpouecc ayteHTUdUKaumMmM 802.1X MHULMANU3UPYETCA KAMEHTOM, HO TaKie
MOXET 3anyCKaTbCA N KOMMYTATOPOM.
1. Pexxum aktmBauumn Tpurrepa KaneHTom:
— Tpurrep MHOroaapecHon pacchbiNKW: KNMEHT OTNPaBAAET Ha YCTPOMCTBO
MakeT 3anpoca ayTteHTMdwuKauuu, ANA  MHMLMaUMK  npouecca
ayTeHTUdUKauumn. Agpec HasHavyeHua naketa aBnaetcas MAC-agpecom

MHoroaapecHown paccbinkmn 01:80:C2:00:00:03;

BOLD BOLID SW-216 Bep.2 AL/P.203729.003 P3n o1 18.03.2022



BOLID SW-216 Bepcusa 2. PykoBoACTBO N0 3KCNyaTauuu 49

— Tpurrep WMpPOKOBeLWATEeNbHON pPacCbIIKW:  KAWEHT OTnpasaseT Ha
YyCTPOWCTBO MaKeT 3anpoca ayTeHTuduKaumm ana MHMuManmm npouecca
ayTeHTMPUKaunn, agpec HasHayeHMa MaKeTa - LIMPOKOBELLATENbHbIN
MAC-agpec aapec. IJTOT PEXMM MO3BONSET pewuTb npobnemy,
CBA3AHHYIO C TEM, YTO YCTPOMCTBO HE MOXKET NOMYYUTb 3aMpPOC OT KANEHTa
Ha  ayTeHTMdUKaLMIO, MOCKONIbKY HEKOTopble  YCTPOWCTBA  He
NnoAAepKMBaAOT MHOTOAAPeCHbIe NaKkeTbl B CETU.

2. Pexum aKtnBaumm Tpurrepa yCTponcTBOM:

PeXXum aKkTMBaumm Tpurrepa yCTponcTBOM UCNONb3YyeTCa AN COBMECTMMOCTM C
KNMeHTamKn, KOTOpble He MOryT CaMOCTOATe/IbHO OTNpaBiATb MNaKeT 3anpoca
ayteHTMdumKkaumn. CyuiectByeT ABa TuMNa aKTMBauUWKM Tpurrepa ayTeHTUduKauum
YyCTPONCTBOM:

— Tpurrep MHOroagpecHou paccbiiku: YCTPOMCTBO aKTMBHO OTMpaBaser
NaKeT 3anpoca ayTeHTMDUKALUU KNUEHTY C perynsapHbIM nHTepBanom (no
yMOYaHuio - 30 CeKyHA);

— OpaHoaapecHbI TpUrrep: Korga KOMMYTATOp MOJly4aeT HEeW3BECTHbIN
naket oT MAC-aapeca UCTOYHMKA, YCTPOMCTBO OyAeT OTNpaBnATb MaKeT
3anpoca ayteHTudukaunmm Ha MAC-agpec MCTOYHMKA nepejayvn Ans
3anycka npouecca uaeHTMduKaumm. [lpouecc noBTOpUTCA, e€Can 3a

YKa3aHHOE BpeMA OT KNIMEHTa He 6y,£I,ET nony4yeH OTBET.

6.4.7.4 YnpaBneHue aBTopu3auuesi nopta (NSA)
JTO MeHI0 N03BOAAET YyNPaBAATb COCTOAHMEM ayTeHTU(MKaL MM nopTa.
Mopnepxunsaerca Tpy cnegytoLwmx aBTOPU30BaAHHbIX COCTOAHUA:
— [NpuHYaMTENBHO aBTOPM30BaH: 3TO 03HAYaeT, YTO NOPT BCerga HaxoauTca
B aBTOPM30BAHHOM COCTOAHWUU, YTO MO3BONAET KAUEHTY, MOAKIIOYEHHOMY
B COOTBETCTBYIOLIMIA MOPT, MONYYMTb JOCTYN K CETU 6e3 NpoXomaeHus

npouecca ayteHTudunKauunu;
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— [NpnHYANTENBHO HEe aBTOPM30BaH: O3HayaeT, 4To NOpPT BCerga HaxoauTcsa
B HEABTOPM30BAHHOM COCTOSIHUK. YCTPOMCTBO He OyaeT npeaocTaBiATh
CNY}KOY NPOBEPKM MNOANNHHOCTU ANA KAMEHTA U, COOTBETCTBEHHO, A0CTYN
K ceTtu;
— ABTOpM3aumMa nopta Ha ocHoee 802.1x: 03Hayaer, 4YTO HayanbHoe
COCTOSIHWE nopTa ABNAETCA HeaBTOPU30BaHHbIM. JTO He M03BOAAET
NoNy4YnTb JOCTYN B CeTb; lMopT OyaeT nepeknoyeH B aBTOPM3OBaHHOE
COCTOAHME, eCIN KANEHT NPOMAET NPOBEPKY MOAANHHOCTK. ocne 3Toro
CMOXET 0OMeHNBATLCA JaHHbIMU B CETU.
Mpumep KoHbUrypauuu:
— (Cxema cetu:
MoaceTb KNneHTa - 192.168.1.1/24, IP-agpec cepBepa ayTeHTUPMKaL MM B 3TOM
cetn-192.168.1.100.
TpebyeTtca ayTeHTUPUKaLMA cepBepoM ayTeHTUdbMKauum npu obpalleHnn Ko
BCEM NOpTam yCTPOMCTBA.
— Hactpouika:

1 Mepekntoynte BCe NOPTbI B COCTOAHME ayTeHTUDUKaL MM Ha ocHoBe 802.1X KaK
NOKa3aHo Ha pucyHke Hmxe (PucyHok 6.35).

2 HacTtpovite aapec cepBepa ayTeHTUPUKALUN, KaK MOKa3aHOo Ha puUCcyHKe (cm.
PucyHoK 6.34).
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6.4.7.5 Hactpoiku NSA
@ 0 e

P KoH(-A cHCTEMBI Hacrporiki NAS Hamonm Radius
P Ynpasn. nopramu
¥ Ynpasnenue Pesum T T -

Spanning Tree MOBTOPHARA SYTEHTHAHKALMA EXNIOYEHE

Force Authorized noBianeHo gk,
MoGaneHo sk,
MmoBankHo exn
MnoGaneHo ek
MnofansHo skn
MnoGankHo ek,

PR e o

MMoGanesHo exn

MmoGaneHo ek

9
10
"
12

MMmoBankHo gkn.
MmoBaneHo exn
TRoBanEHo Bk
MmoBaneHo ekn
13
14
15

MoGaneHo k.

MnoGankHo sxn

MnoBaneHo ekn.
16 For

1
PucyHok 6.33 — Hactponku NSA

TnoBaneHo ekn,

6.4.7.6 Hactpoitku Radius

® % e
* Kongom cnctesy ] MatTpiihat AZ | Hactponki Radiue
b ¥npasn, nopras
¥ npasnEne Rugransmt s

. a : 92 188102 é!] W g
Lo —
» PoE

| motononsonssa || Coawn || cowcem |

PucyHok 6.34 — Hactpouku Radius

6.4.8 IGMP Snooping

[laHHbIN NPOTOKON PEeKOMEHAYeTCs MCNOoNb30BaTh B C/yyae, ecnu Tpebyetcs
OHOBPEMEHHbIN AOCTYN K BUAEONOTOKY U3 HECKONbKUX ToYeK. KaK To:
— Wcnonb3oBaHMe HECKONbKUX HECBA3aHHbIX AyONMpYoLIMX CcepBepoB
BUAEOHAON0AeHUS;
— OpraHusauua BuaeoHabnwoaeHns 6e3 UCNONb30BaHMS LEHTPANbHOIO
cepBepa C 0AHOBPEMEHHbIM AOCTYNOM K KaMepaM M3 MHOXeCTBa MecCT.
T.e. no6oW cueHapuin, TPeOYILMA MHOXECTBEHHOrO MOBTOPEHUA OJHOrO
(HECKONbKMX) BMIEONOTOKA A/ HECKOMbKMUX YCTPOMCTB B PaMKax OJHOM NOKanbHOM

cetTun.
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HacTpoiKa npouecca otcnexuBaHma ceteBoro tpaduka IGMP, no3sonsatoumia
CEeTeBbIM YCTPOMCTBAM BTOPOro ypoBHA (KOMMyTatopam) oTcinexuBatb obmeH IGMP
naketamyM Mexay notpebutensmm M noctaBUMKamu  (MapLipyTu3atopamm)
mMHoroaapecHoro (multicast) IP-Tpacdvka, dopmanbHO npoucxoaslmin Ha 6onee
BbICOKOM (CE€TeBOM) YpOBHe.

Mocne BkntoyeHnsa IGMP snooping, KommyTatop HauMHaeT aHanM3NpPoOBaTb BCe
IGMP-nakeTbl Mexay MNOAKAYEHHBIMU K HEMY KOMMblOTEpaMu - NOTpeoutensmm u
mapuipyTMsaTopamu - noctaslimkamm multicast Tpaduka. ObHapywus IGMP-3anpoc
notpebutens Ha noaknoydeHne K multicast rpynne, KoMMmyTaTop BKAOYAET MOPT, K
KOTOpOMY TOT MOAKNIOYEH, B CNUCOK €€ uneHoB (AnA peTpaHcnauuM rpynnoBoro
Tpacduka). W HaobopoT: ycnbiwas 3anpoc «IGMP Leave» (NOKWHYTL), yaanser
COOTBETCTBYIOLLMIN MOPT U3 CAMUCKA rpynnbl.

Multicast, ABnAACb NPOTOKONOM 3-r0 YPOBHSA, CTAHOBUTCA NOMHOCTbIO Heynpa-
BNSEMbIM NpPU OTKAYeHHOW dyHKuMKM IGMP snooping. E€ BKntoyeHne 06s3aTenbHO
NpY HaNMYUU KaKMX-TMOO MHOTr0aapecHbIX PacChbiNoK Ntob6oro Tuna.

Ha pucyHke (PucyHoK 6.35) npefcrtaBneH MHTepdeNC HAacTPOeK B COCTOAHMM
no ymonyaHuio. lpu uncnonb3oBaHmn Multicast paccbinku, BO3MOMXHO, BKIOYUTb
noaaepxky «Fast leave», KoTopasi NO3BONSIET KOMMYTATOPY ObICTpee UCKAYaTb NopT
M3 CNUCKA YYaCTHUKOB COOTBETCTBYIOLLEN rpynnbl. [Ans uenev BuaeoHabnwoaeHns eé

BKIOYEHME He 006A3aTeNbHO.
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O (T3

P KoH-A cUCTeMBI IGMP Snooping
P ¥Npaen. nopTamMu
¥ Ynpaenene |GMP Snooping @ OTEMIOYMTE () BEMHYMTE
Spanning Tree IGMP Leave Packet @ OTENIYMTE () BEMIQYMTE
-
COxpaHHTE
Link Aggregation

HacTpoAky QoS
EezonacHOCTE
HacTpofky SHMP
021K

> |GMP Snooping

HTTRS
¢ PoE

PucyHok 6.35 — UHuTtepdeinc IGMP Snooping

6.4.9 HTTPS

MeHto «HTTPS» nopaep:xuBaer MNpoOCMOTP U ynpaB/ieHWe napameTpamu

noBbilleHNs 6e30nacHOCTM  CeTeBo pa60TbI C uncnosb3oBaHMem  CeTeBbIX

ceptndunKaTos.

@ e

P KeHi-1 cucTemMbl HTTPS

P ¥NpaBn. nopTaMu

¥ ¥npaeneHue ‘ Co30aTE ||C|<a'-|aTb KopHeBoﬁ|
Spanning Tree

WLAN

Link Aggregation
HacTpolkn QoS
EE20nacHoCTE
HacTpodky SHMP
B02.1%

IGMP Snooping

> PoE

PucyHoK 6.36 — [oanyHKT MeHto «HTTPS»
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Ytobbl nepentn Ha paboTy no https npoTokony, aAMUHUCTPATOP [OMKEH
NONYyYUTb M YCTAHOBUTb B CUCTEMY CepTU(UKAT OTKPLITOrO KAo4Ya Ans 3Toro Beb-
cepepa. CepTudurKaT OTKPBLITOro Ko4a MNOATBEPMKAAET NMPUHALNEKHOCTb [AAHHOro
OTKPbITOro Knatoya snagenouy. CepTmduUKaT OTKPBLITOrO KA4Ya M cam OTKPbLITbIN KoY
NOCbINATCA KANEHTY NPU YCTAHOBMEHUN COEAMHEHMUA; 3aKPbITbIA KNOY MCNONb3YeTCs
ANsi pacwndpoBKM COOOLLEHWN OT KNINEHTA.

B AaHHOM MEHI0O MOXHO C03A4aTb HOBbIA CepPTU@MKAT M Mocne 3amnofiHeHUs

COOTBETCTBYIOLLMX NONEN CKaYaTb CreHepPMpPOBAHHbIN CepTUdUKaAT.

6.5 POE
6.5.1 Hactpouku PoE

HacTtpoiika npefocTtaBaseT napameTpbl BKIOYEHUA /BbIKNOYEHUS nuTaHusa PoE
ANS KaXAoro oTaenbHoro noprta. A Takke oOLylo JOCTYMHY A8 WCNONAb30BaHUA
MOLLHOCTb M MOPOroBO€e 3HaYeHNe neperpysku Ans Bcex NopTtoB. locne HaCTPOMKN U

COXpaHeHNs KoHdUrypaumm Ha naHenu byaet oTo6paxaTbCs COCTOAHME NopTa.

PucyHok 6.37 — lNutanua nopta no PoE

6.5.2 CtaTucTuKa cobbitui PoE

NHTepcdenc ctatucTukm cobbituidi ana Kaxaoro nopta PoE. Bkniouaer B cebs
nHdopmauuio o:
— [peBbllWeHn NOPOroBOro 3Ha4YeHns neperpy3kn KOHKPETHOro nNopra;

— KOpOTKVIX 3dMbIKAHUAX;
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— OTKNIOYEHUAX NOAAYN NUTAHMSA HA YCTPOWCTBO BO BPEMS €ro paboThl;
— KopoTKuMx 3ambIKaHMAX NPU 3anycKe nojayn NTaHusA Ha YyCTPONCTBO;

— CpabaTbiBaHUAX JaTYMKA TEMIOBOW 3aLLUTHI.

® W D

b Kowges cinctemmi  CTATHETNND CoBkmui Pol
¥ YpaEn. nepTasn

1 (] (] (] (1 (]

PucyHok 6.38 — CTatucTuKa cobbitnin PoE

6.5.3 Green PoE

B naHHOM uHTepcdhence MOXHO HACTPOUTb NEPUOJ BPEMEHM, B KOTOPOE Ha
ycTporcTBa 6yaeT nogasatbca nutaHue PoE. MMpu Bbixoge 3a pamku 3Toro nepuosa,
YCTPOWMCTBO OTK/OYMT Nojayy NUTAHMS C OTMEYEHHbIX B 3TOM MEHI0 MOPTOB B LENsX
3KOHOMWYU IHEPTUMN.

[laHHbIN (YHKLUMOHAN MOXHO TaKXe WCMNONb30BaTh B LIENAX nepe3arpysku ¢

3a€PKKOMN BKIOYEHUA.
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PucyHOK 6.39 — MapameTtpbl 3HeprocbepexeHus PoE

6.5.4 Legacy support (MoaaepiKa yctapeBlUNX YCTPONCTB)

Mocne BKAYEHUA QYHKUUKW, OTMEYEeHHble MNopTbl OyayT obecneymBaTb
3NIeKTpONUTaHMe NPUHYAUTENBHO, HE3aBUCUMO OT TOT0, COOTBETCTBYET NN NOAKNIOYEH-

HOe YCTPOWCTBO CTAHAAPTY Nepeaayn NUTaHna Uan Her.
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P KoHth-A cucTeMBl

P> ¥Ynpaen. nopraMu

P ¥YnpasneHue

¥ PoE
HacTpoiku PoE . Mopt
CTATMETHER COBLITHA
Green PoE
> Lega 1ort

COXpaHUTE

PucyHoK 6.40 — [oaaeprKKa ycTapeBLInX YCTPOMCTB
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7 PABOTA C YTUJIUTON «BOLID VIDEOSCAN»

Mporpamma ytunutbl «BOLID VideoScan» ucnonb3yetcsa Ans obGHapyXeHus
Tekywero IP agpeca ycTpoinctea B CeTu, Ana m3meHeHusa |P-agpeca, ynpaBneHus

6a30BbIMY HaCTpOVIKaMM, d TaKXe anA 0bHOBNEHUA MpPorpamMmMmHOro obecneveHus.

BHUMAHWE!

Mpu pabote ¢ ytunuton BOLID VideoScan ncnonb3yercs no yMonyaHuMio
nms nonb3oBartena admin, naponb —admin, nopt 37777.

BoinonHne 3anyck ytuautel BOLID VideoScan, B OTKpbIBWIEMCSA OKHe
BU3yaNbHOro nHTepdenca nyHkta meHwo «CeTtb» n3meHute IP-agpec n3genms u 4tobsl
3aBepUWUTb U3MEHEHUE HaxmuTe KHomnKy «CoxpaHutb». Ha pucyHke (PucyHok 7.1)

npencraB/i€Hbl 6a3oBble napameTpbl Ana USMeHeEHNA.

VIEED BEANG

58 |Gl IPGHFE. | IPCAEIEM |1 o P - — ae

53 | poam |IPCamenn m|

Hecins rompera Compam . os |8 e L0 ml —_— | |4 - ae

PucyHok 7.1 — Pa60Tac BOLIDVldeoScan
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8 TEXHWHECKOE OBC/NIYXXNBAHUE U NMPOBEPKA
PABOTOCMNOCOBHOCTHU

TexHUYECKOe EeXEeMEeCAYHOE U eXeroAaHoe oOCnyXuBaHWE WU3AENUA AOMKHO
NPOBOANUTLCA 3NEKTPOMOHTEPAMU, MMEIWUMI TPYNNY No 31eKTpoHe30nacHoCTM He
HKe 3. EXerogHble U exemecsiyHble paboTbl MO TEXHUYECKOMY OOCIYKMBAHUIO
NPOBOAATCA COMNACHO MPUHATbIX U AEWCTBYIOWMX B OpraHM3aLum nonb3oBaTens
pernameHToB M HOPM 1 B TOM YMC/ie MOTYT BKNOYaTh:

— NpoBepKy paboTocnocoOHOCTM N3N, COrNacHO UHCTPYKLMM MO MOHTAXY;

— MPOBEPKY  LLENOCTHOCTM  KOpMyca, LEeNoCTHOCTb M3onsauum  Kabens,

HaAEXHOCTN KpEeNnaeHUn, KOHTAKTHbIX COeANHEHU;

— OYUCTKY Kopnyca oT NbIN U rpsA3u;

— TecTpoBaHue KabenbHbIX TMHUIA CBA3W U 3N1EKTPONUTAHUS;

— OYUCTKY U AHTUKOPPO3UIHYI 0OpPabOTKY 3/MEKTPOKOHTAKTOB KabenbHOro

NOJKNOYEHWA.

TexHUYeCKoe 0OCNYKMBAHUE JOMKHO MCKNIOYaTb BO3MOMXHOCTb 00pa3oBaHus

KOHAEHCATa Ha KOHTAaKTax nNo 3aBeplieHnio M B Xoje paboT TexXHUYEeCKoro

obcnyxuBaHus.
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9 BO3MOXHbIE HEMCITPABHOCTU U CINNOCOBbI UX
YCTPAHEHUA

MepeyeHb HeMCNPABHOCTEN 1 cnocobbl Ux ycTpaHeHus (Tabnuua 8.1).

Tabnuua 8.1 — MNepeyeHb BO3MOMXHbIX HEMCNPABHOCTEN

BO3MOXHbIE
BHELWHEE NPOABNEHMUE MPUYHB| CnocoBbl U NOCNEAOBATEJIBHOCTb
HEUCIMPABHOCTU OMPEJENIEHNA HEMCMPABHOCTH
HEUCIMPABHOCTU

OTcyTCTBYET CBEYEHME
VHAWKATOPOB

HeT nutaHnsa

YacTuuHbin 06pbiB | MpoBepbTe Kabenb coeanHeHUs
Kabens Ha YaCTUYHble 0OPbIBbI.

[MopT He ycTaHaBnMBaet [lpoBepbTE HACTPOMKM MNOPTOB
HenpasunbHas
coeaunHeHne, CBeYeHune - Ha COOTBETCTBME CKOPOCTU U
HacTpoOMKa NopTOB
NHANKATOpa NPUCYTCTBYET pexuma paboTbl.

HeuncnpaBHOCTb

3ameHuUTe Kamepy.
Kamepbl
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10 PEMOHT
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11 MAPKUPOBKA

Ha n3gennax HaHeceHa MapKMPOBKA C yKazaHMeM HaMMeHOBaHMUA, 3aBOLCKOro
HOMepa, MecsAua W roaa WX W3roTOBNEHMS B COOTBETCTBMM C TpeboBaHuMAMMU,
npeaycmotpeHHbimm  TOCT P 51558-2014. MapKMpoBKa HaHeceHa Ha AuLeBon
(moctynHom anA ocmoTpa 6e3 nepemell,eHns COCTaBHOM YacTu U3enns) CTOpoHe.

MapKnpoBKa COCTaBHbIX yacTeu nsgenus nocne XpaHeHus,
TPaHCNOPTUPOBAHMA U BO BpeMA 3KCMAyaTaymm He OCbinaeTcs, He pacn/blBaeTcs, He

BbILIBETAET.
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12 YITIAKOBKA

YnakoBKa Mpo4YHaaA un obecneymBaet 3awunty ot I'IOBpE)K,EI,EHVIPI npwu nepesoske,
nepeHoCcKe, a TakKKe oT BO3/1eMCTBUA Oprmarom,ePl cpeabl N NO3BOIAET OCYLWLECTBNIATD
XpaHeHne mnspenna B 3aKPbITbIX NMoOMeleHnAaAx, B TOM 4Ucne U HeoTalnjinBaemblx, a

TaK¥e cHabxeHa 3KCI'IIIyaTaLI,l/I0HHOl7I D,OKVMEHT&LI,VIGVI.
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13 XPAHEHUE

XpaHeHue u3genus B NOTPEOUTENbCKOM Tape [JO/MKHO COOTBETCTBOBATh
ycnoBuam xpaHenua 1 no NOCT 15150-69. CpeaHnin CpOK COXpaHAEMOCTU U3jenuns B
oTanaMBaeMblX NOMeLLEHUAX He MeHee 5 neT, B HeOTanJMBaemblX MOMELLEHUAX He
MeHee 2 ner.

B nomeleHuax ANs XpaHEHUs He AOMKHO OblTb MApPOB KWUC/OT, Lenoyen,
arpeccuBHbIX ra3oB 1 APYrux BpeAHbIX NpMMecen, Bbi3biBaOWMX KOPPO3UID. XpaHeHune
n3nennsa [OOMKHO OCYWeCTBAATLCA B YNaKOBKe MpeanpuaTUA-U3roToBUTENA MpU
Temneparype oKpyatouiero Bo3ayxa ot -10 go +55°C 1 oTHOCUTENbHOW BNAXHOCTA A0

90%.
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14 TPAHCNOPTUPOBKA

TpaHcnopTMpOBaHMeE BbINONHATL TONIbKO B YNaKOBAHHOM BUe — B UCMPABHOM
3aBO/ICKO/ YNaKOBKE KOMMEKTa MOCTaBKM WAW B CheuuanbHo npuobpeTeHHOMN
notpebutenem ynakoBKe [/ TPaHCNOPTMPOBAHMS, obecneymBaiollen COXPaHHOCTb
BUAEOpEerncTpatopa Npu ee TPaHCNOPTMPOBAHMKU. TpaHCNOPTMPOBAHME YNaKOBaHHbIX
U30EeNUIA [OMKHO NPOM3BOAMTLCA NOOLIM BUAOM TPAHCMOPTA B KPbITbIX TPAHCMOPTHbLIX
cpeacTBax, 6e3 paspylueHuns usgenns n 6e3 u3meHeHUs BHelHero Buaa usgenus. Mpu
TPAHCNOPTMPOBAHMMN U3aenne N0MKHO obeperatbca OT yaapoB, TONYKOB, BO3/ENCTBUS
Blary U arpecCcMBHbIX NApoB M ra3oBs, Bbi3bIBAKOLWMX KOPPO3MIO. TpaHCMOPTUPOBaHUE
N3LEeNUA [OMKHO OCYLIeCTBAATLCA B YNAKOBKE NpeAnpusTUA-M3roToBUTENS MpU

Temneparype oKpyxatLwiero Bo3yxa ot 223 g0 323 K (o1-60 go +65°C).
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15 YTUNN3AUUA

N3penve He npeacTaBAsieT OMACHOCTM ANA KWU3HW, 340POBbA NOAEN U
OKpY)KaloLlen cpefibl B TeYeHMe CPpoKa CnyxObl 1 nocne ero oKoHYaHus. CneunanbHble
mepbl 6e3onacHoCTM npu yTMaAM3auuMm He TpebyloTca. YTUnM3auuioo yCTpomncTea
nprnobperatenb YCTPOMCTBA BbINONHAET CAMOCTOATENIbHO COMNACHO roCYaapCTBEHHbIX
npaBun (pernameHta, HOpPM) caayn B Mycopocbop Ha yTUAM3aLMIO, BbIMONHEHUE
YyTUAN3ALUUM ObITOBOW 3MIEKTPOHHOW TEXHUKU, BUAEO M (DOTO - 3NEKTPOHHOMN TEXHUKM.

CoaepiaHue AparoueHHbIX MaTepuanoB: He TpPebyeT y4yéTa Mpu XpaHeHuu,
CMUCAHUM U YyTUIN3AL UMK,

CoaepaHue LUBETHbIX MeTanjoB: He TpebyeT y4yéTa nNpu CNUCAHUU W

AanbHENLen yTuansaunm n3aenus.
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16 TAPAHTUUN N3TOTOBUTEJIA

[apaHTUIHbIA CPOK 3KCMAyaTaumum — 36 mecsiLeB C MOMeHTa NnpruobpeTteHus.
Mpu OTCYTCTBMM [OKYMeHTa, noaTBepxaatolero ¢axkt npuobpeteHus,

rapaHTUIHbINA CPOK MCYMCNAETCA OT AaTbl NPOM3BOACTBA.
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17 CBEAEHNA O CEPTUOGUKAL NN

N3penne  cooTBeTcTBYeT  TpebOBaHMAM  TEXHMYECKOrO  pernameHTa
TP TC 020/2011, TP TC 004/2011. Wmeetr ceptucdnKat COOTBETCTBUA
N2 RU C-RU.ME61.B.01431, AeKnapauuio 0 COOTBETCTBUU
Ne RU A-RU.PA02.B.95113/21 u cepTucdMKaT COOTBETCTBMSA TEXHUYECKMX CPefcTB

obecneyeHus TpaHcnopTHo 6e3onacHocT N2 MB/l P®.03.000973.
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18 CBEAEHWA O NPUEMKE

N3penune, kommytatop ceteBon «BOLID SW-216» ALUAP.203729.003, npuHATO
B COOTBETCTBUM C 00s3aTeNbHbIMM TPEOOBAHUAMM TOCYAAPCTBEHHbIX CTAHAAPTOB M
AENCTBYIOLLEN TEXHUYECKON AOKYMEHTauumn, NnpM3HaHoO rogHbiM K akcnayatauum 3A0
HBI «bonna». 3aBoaCKON HOMeEpP, MeCAL, U rof BbiNyCKa yKa3aHbl HA KOpnyce nsaenus,

TOBapHbIN 3HaK BOLID 0603Ha4yeH Ha Kopnyce 1 ynaKoBKe.
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